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T he m ain aim  o f  th is w ork is safety characteristics o f  hierarchical, decom posed in to  several layers 
ra ilw ay m anagem ent and control system s based on ER T M S/ETC S requirem ents and configured  from  
dissipated  com puters connected  by  netw ork  standards. The safety  analysis re la ted  to  re liab ility  and 
functional param eters corresponds to M arkov process m odelling  the explo itation  o f  m ulticom puter 
system s com posed from  assum ed  num ber o f  coupled com puters.

BEZPIECZEŃSTWO WIELO KOMPUTEROWYCH SYSTEMÓW NADZORU 
I STEROWANIA STOSOWANYCH W TRANSPORCIE KOLEJOWYM

C elem  referatu  je s t  charak terystyka bezpieczeństw a złożonego, w ielokom puterow ego  system u 
zarządzania  i s terow ania  ruchem  kolejow ym  opartego na w ym aganiach E R T M S/ETC S 
i skonfigurow anego  z  rozproszonych  system ów  kom puterow ych połączonych za  pośredn ictw em  sieci. 
A naliza  bezp ieczeństw a odnosząca się do n iezaw odności i param etrów  funkcjonalnych koresponduje 
z procesem  M arkow a m odelu jącym  pracę system ów  w ielokom puterow ych złożonych z  przyjętej liczby 
połączonych kom puterów .

1. THE SAFETY COMPUTER NETWORK FOR RAILWAY TRANSPORT 
MANAGEMENT AND CONTROL

The problems of coupled computers in the duplex systems applied in railway control 
have been presented in the [8]. The problem o f safety defined with respect to two computers 
structure may be easy extended towards multi-computer structures, treated both as systems 
with repair and systems without repair.

The standardisation committee CENELEC suggests the following assumptions about 
reliability o f computer systems applied in railway signalling and management. Corresponding
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to assumption that the ratio between safety integrity levels may be as 100:1, the common 
failure rates (regarding system level including transmission) for subsystems are:

- System Integrity Level 4 - 1 0“9 h '1
- System Integrity Level 3 - 1 0"7 h '1
- System Integrity Level 2 - 10’’ h '1
- System Integrity Level 1 - 10‘3 h '1

Table I
C lassification  o f  com puter system s in ra ilw ay transport c lassification  (C E N E L E C )

Required 
integrity 
o f safety

Consequences 
of system fault

C haracteristics 
o f system

Type of system

4 Very high Lost o f  human life To prevent the train 
collision and 
derailment

Fail-safe system

3 High Injuries or illness To identify the train 
integrity or 
characteristics

High integrity 
system

2 Medium Environmental
pollution

To manage the 
railway traffic

Safety involved 
system

1 Low Loss or damage of 
property

To inform the 
passenger

Low integrity 
system

0 Non-safety
related

Loss o f non-safety 
related information

To manage the 
railway

Non-safety related 
system

Safety  critical system s Safety essentia l) system s

These typical reliability parameters presented by producers o f computer controllers and 
confirmed by maintenance records together with known time characteristics o f designed 
systems give possibility o f safety evaluation [3].
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2. SAFETY AND RELIABILITY PARAMETERS OF COMMUNICATED 
NETWORKED COMPUTERS

For computer networks with greater number o f communicating computers (both with 
repair and without repair approach) this approach may be extended in the way presented in the 
Fig. 1.

In the model with repair o f dispatcher system [4] (Fig. 5.a) the failure for both 
computers may be assumed as an identical, Am = Ar = A (typical value is less than 10‘5h‘ 
'), similarly the repair rates pm- =  P r- =  P- (typical value of repair time equal to p . '1 is less 
than 10'5h '') , and probability o f  correct switch p (typical value is equal to 1 -1  O'6 ).

For system composed with two main computers plus one “reserve” computer the 
probability o f dangerous failures is more difficult to calculate, but we can estimate that

(1-p) A. 2 (1-p) A 3(1 -p) A

P2 = F*21 "^^22 ~  =-----------------
p  p p

( 1)

“reserve” computer the 

n2(l-p) A

2 p
(2) 

a)

0

b)

We can show, that for system with n active computers and one 
total probability of dangerous failures P2 is approximately equal to 

n n i (1 -p) A n(n+l) (1-p) A.

P2 =  I  P 2i » L  -----------  = ------------------------------- *
¡=1 i-i P 2 p

Fig. 1 M odelling  o f  m ulticom puter structures a) system s w ith repair b) system s w ithout repair
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This approach for systems without repair may be extended in the way presented in the 
Fig. 6.b. System with three parallel computer (“2 from 3”) has the probability of dangerous 
failures equal to

X I X  I X 2
P2 =  lim  P 2 (t) =   »    I n »  i

A +  p  2 A + p  p 2
(3)

For computer networks with greater number o f communicating computers without 
repair this result may be extended in the way:

X 2 X (n -1 ) A. n-1 (i A) X"-'
P2 = lim ,_»» P2 (t) = -------  . . . -------------------- = F I ----------«  (n-1)! —

X + p  2 3 .+  P (n-l)A. +  p  /=7 (i X + p )  p'1"1
I n »  \

(4)

It is obvious that for increasing n the structure with repair the probability o f P2 will be 
greater (and safety measure S = 1 - P2 will be worse) than for one active plus one reserve 
computers).

3. CONCLUSIONS

This result emphases the sense o f redundancy. The fundamental rule o f fail 
safe introduced in the [4]:

X
P 2 »  (1 -P fs) —

Pd
(5)

where pfs is prbability o f fail safe failures (corresponding to the CENELEC requirenments the 
P f s  value must be better than 1- 10° , it means that one failure for thousand failures occurred 
may be critical). Corresponding to (2) for systems with repair

n2( l-p )
P fs »  P fs ~  1 - ------------ fo r  n > 2

2

( 6)
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and for systems without repair (4)

P fs  ~  1 - (n-1)! (X / p) n"2 for n > 2

(7)

The main conclusion confirm the well-known rule that parallel system without repair is 
better for safety applications than system with reserve and reconfiguration (without repair). 
The analysis o f safety criteria (probabilistic or time measures) for real systems based on 
computer networks is more complicated. The estimation of rates A. and p, necessary for 
evaluation is difficult because such parameters are rather unknown and may be determined 
with respect to tests elaborated during several years [3], (The estimation of p; in systems 
without repair composed with several computers is rather sophisticated with respect to 
characteristics o f multiple switches). The repair rate may be estimated during special safety 
tests.

The railway management system may be treated as a large computer network 
integrating typical computer controllers dedicated to different functions on the distinguished 
levels corresponding to hierarchical multilevel approach. Such techniques combine different 
net technologies and transmission techniques: copper cables, fibre optics and radio 
transmission (GSM-R). The computer network may be treated as an approach to ERTMS 
project, where all systems are integrated in the form of one hierarchical system o f European 
railway, where the co-operation o f many computer systems is assumed.
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