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The correc t and re liab le  softw are , p roperly  integrated w ith hardw are, allow s analysing  the safety 
on the system  in tegrity  level using  quantity  m easures determ ined corresponding to typical reliab ility  and 
m aintenance param eters. Paper presents that a safety related railw ay control system  have to  be described 
by several num bers o f  param eters. In the consequence it allow s to determ ine system  integrity  level. 
An exam ple p resents a m odel o f  a safety  railroad  control system , w hich respect UE standards.

SEMI-FUNKCJONALNE I NIEZAWODNOŚCIOWE MODELOWANIE  
KOLEJOWYCH SYSTEMÓW STEROWANIA

Popraw ne m odelow anie  kolejow ych system ów  sterow ania w ym aga uw zględn ien ia  wielu 
param etrów  m ających w pływ  na p racę system u w  w arunkach bezpieczeństw a. W ym aga to analizy 
zarów no pod kątem  urządzeń ja k  i oprogram ow ania takich system ów . W artykule za przykład posłużył 
m odel sam oczynnej sygnalizacji przejazdow ej, gdyż odpow iada on najw yższem u poziom ow i 
bezpieczeństw a, tzw . fa il-sc tfe , w g m iędzynarodow ych standardów  C EN EL EC . Z akładając  M arkowski 
charak ter p rocesów  w yznaczono  szereg  zasadniczych param etrów  tego system u.

1. INTRODUCTION

Railway control system is an important part o f any railway operations management 
system. Over the years, a number of different approaching to railway control systems have 
evolved in different countries (to perform requirements national railway administrations). 
These systems are incompatible and not interoperable with each other. Only a few are used in 
more than one country and in those cases where the same basic system has been adopted in 
different country [2],

One of the most important enterprises was unified and integration international 
standards of a railway control systems. This process is connected with specify common 
elements o f reliability in each system. In order to establish international standardization of
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control systems, the International Union of Railways (UIC) specifies the European Rail 
Traffic Management System (ERTM S). Other: European Rail Research Institute (ERR1), 
European Association for Railway Interoperability (AEIF), and European Committee for 
Electrotechnical Standardization (CENELEC) elaborate standards to those systems too 
[3][7][8][9],

The special feature o f railway control systems is safety related to the whole process of 
system design including special assessment and approval procedures (system life cycle) [7], 
Some methods are recommended for each stage o f this process both for hardware and 
software level [8]. The integration o f both levels allows to safety analysis on the system 
levels. For such analysis the estimation the quantitative measures o f safety is required. Such 
criterion may be evaluated corresponding to the reliability theory [4], Assuming the Markov 
character o f  processes modeling typical exploitation of railway control systems, the non 
safety may by related to the P, probability o f catastrophic, dangerous failures.

CENELEC introduced “System Classification in Railway Control and Management” 
determined five safety integrity level (4 -  very high, 0 -  non-safety related). They suggest the 
following assumptions about reliability o f computer systems applied in railway signalling and 
management.

In the paper we consider one of a part railway control system i.e. a railroad signaling 
system. Such systems are classified as safety related, assigned to the highest (fourth) integrity 
level responds to 10'9 h' 1 failure rate.

2. MODELLING RAILROAD SIGNALLING GIVE CONSIDERATION TO OPERATING

We pay attention on a railroad signalling which prevent a train -  a car collision. 
Function of a railroad signalling is generally known and we only remain that approaching a 
train to the level crossing cause closing gate arms until the train leaves it. In spite of 
simplicity o f the system, it corresponds on highest fail-safe level (4). This concept is 
conformed to Polish Railway Standards o f those systems [1],

2.1. H A R D W A R E  SO L U T IO N  O F TH E R A ILR O A D  SIG N A L LIN G

Nowadays railroad signalling systems typically based on redundant hardware structures 
with self-testing. The duplex structures with independent channels (hardware separated) are 
required by CENELEC [7][9] standards and UIC recommendations. The double CAN bus 
connection assure the fail safe operation, with complex monitoring and fault recovery is 
realised in program way. Scheidt&Bachmann elaborate this solution to cross level protection 
system [5].
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F ig . l . The railroad  signalling system  hardw are configuration

Described by European Standards RAMS parameters3 are determined and given by 
manufactures and suppliers o f a system based on reliability o f particular elements and 
exploitation experiences. A Christov model of railway control systems is a good way to 
analysis o f many real systems and its parameters [6]. The Markov model (with repair) 
presented below is much more complicated to fully present estimated safety and reliability 
parameters.

2.2. T H E  M O D E L O F T H E  SY STEM  SA FETY

Now we introduce a basic exploitation model o f railroad signalling system as a state- 
space graph. In spite o f that, our model has real complex indicators and transitions. The graph 
represents the status o f the system with regard to its functioning and failure states. These 
states are represented by the nodes o f the graph. In the model we consider four states: 
supervision (So), operating (Si), fail-safe state (S2), and non-critical fails (S3). Diagram is 
given in figure 2. The transitions between the states are caused by various mechanisms and 
activities such as failures, repairs, replacements, and switching operations (we do not consider 
it in the article).

3 RAM S: R eliability , A vailability , M aintainability  and Safety [7],
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Fig.2. S tate-space diagram  o f  the R ailroad signalling  system . S0 -  supervision, S, -  operation , S2 -  fail-safe, 
S3 -  non-critical fail state, p  -  trains exit rate, A -  train entry  rate, AK -  critical failure rate,
An -  non-critical failure rate, pz ~ repa ir rate

In normal operation, model is present in one o f two states: supervision or operating. 
When any train approach to railway crossing system transits from supervision to operating 
state. System comes back to supervision state when last train (when it is more) leave 
controlled area by system. In the case when failure occurs, in any states, system goes into one 
o f two others states: non-critical fail state or fail-safe state. It is regard to demand highest safe 
level for train control systems. We assumed that rates of normal work are equal:

-  Train entry - A = 20 h '1,
-  Trains exit - p. = 20 h '1;

Failure rates and repair rates are equal:
-  Critical failure - Ak = 0.5 ■ 10'5 K 1,
-  Non-critical failure - An  = 10 s h~',
-  Repair - Hz - IO '1 A;
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3. TRY TO DETERMINE PARAMETRES OF RELIABILITY

3.1. PR O B A B IL IT Y  O F TH E FA IL U R E O F TH E RA ILW A Y  SIG N A L LIN G  (M A R K O V  PRO CESSES)

In this paragraph we try to determine reliability parameters o f the system with regards 
to the European Standards [3][5][7], The Markov technique is suitable for modelling 
redundant systems in which the level o f redundancy varies with time due to component failure 
or repair [4][8]. In probabilistic terms the Markov property is defined by

P (X ft  + v) = j \X ( t)  = i-X (u )  = x(u);0 < u < t) 

= P (X ft + v) = j \X f t)  = i)

for all possible x(u); 0 < u < t

Additional assuming, in our model the transition probability does not depend on the 
time / ( t  —> oo) but only on the time interval v for the transition, the transition probabilities are 
said to be stationary

P (X (t + v) = j \X ( t)  = i) = />.(v) for t, v>  0; i . j  = 0 ,l,2  r  (2)

A Markov process with stationary (or steady state) transition probabilities is often called 
a process with no memory.

r

Property P:/ (t + v) = Pik ft) ■ PkJ(v ) , for t, v > 0 is known as the Chapman-Kolmogorov
*-0

equations and follows from the rule for total probability

Po'(t) = -  (1  + 2n + 2k)  Po(t) + pP) (0 + P z( P:(t) + Pi(t))
P i ft) =  - (  p  +  2 n +  2k )  P i ft) +  2Po(t)
P: ’ft) = -  ( Pz + 2n)  P i (I) + 2k (  Poft) + Pi ft) + Pj ft)) (3)
Pi 'ft) = - ( P z +  2k ) Pi ft) + 2n ( P 0 ft) + Pi ft) + P3 ft))

The general form o f equations may be written as

Pft) -  A • P(t) (4)

The state equation (3) in general (4) can be written in matrix form

" •
P o f t ) 0 a 0\ a 02 a 0 i Poft)

P ftt) a \o 0 a n  a \ i P< ft)

P i ft) a 20 ^ 0 #23 P2 ft)

> 3 ( 0 .

OQ
1

O©Q* A  (0 .
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The state equations (5) are seen to be a set o f linear, first-order differential equations. The 
easiest and most widely used method to solve such equations is by Laplace transforms.
Additional we assume that state So is an initial state. This can be expressed as

Pi(0) = P(X(0) = i) = l
Pk(0) = P(X(0) = k) = 0 for k £  i. (6)

Another assumption concern o f the sum o f probability and is given below

2 > , (  0  = 1 (7)
7 = 0

Finally we achieve solution o f the stationary values of probabilities present in P2 and Ps 
(failure states) are equal:

P  =   h .  ■ p  ^  ,ON
2 1 . , 1 ’ 3 1 . i

■̂N "*■ Pz "*■ + Pz -̂K
P2 ~ 5 • 10_7; * 1 • 10“6

We can see that the probability of failure not depend on frequency normal work of the 
system but depend on failure rates and reaction times in the emergency, safety procedure. The 
estimation o f safety measures is necessary and obligatory for safety proof but we do not give 
consideration to proper work indicators.

3.2. SA FE T Y  A N D  R E L IA B IL IT Y  PA R A M E TE R S O F T H E  SY ST EM  

Now we may consider several reliability parameters [4],

Mean Time to Failure
The mean time to failure (MTTFS) is defined as the inverse o f failure rate o f the 

component/system (//A).

A/777P = = ! -  = ■— 1—  = 6,6(6) 104 (9)
2-, N + A*

Mean Time to Repair
The mean time to repair (MTTRS) is equal to the inverse o f repair rate o f the system

(1/p).

MTTR = = j _  = J — = 0,1 (10)
L P  P z
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System Availability
Let S  = {0, 1, 2, 3} be the set o f all possible states of the system. Some o f these states 

represent system functioning according to some specified criteria. Let B denote the subset o f
states in which the system is functioning, and let F -  S  -  B denote the states in which the
system is failed (see fig. 2). The average, or long-term, availability of the system is the mean 
proportion o f time when the system is functioning; that is, its state is a member o f B. The 
average system availability As is thus defined as

A s = I i P j= P o+ P l 0 »
j e B

in the following we will omit term average and call As the system availability. The system 
unavailability 1 - A s is then

1 - 4 = 1 p ,
j * F

At = p i + pi = 4 r + 4 — # i)5. 10-« (12)
X K + + x N

The unavailability 1 -  As o f the system is the mean proportion o f time when the system is in a 
fail state. We can also write that

MTTF M TT R .
A = P = ----------------------- ; and 1 - / 4 =  P. = --------- J-  (13)

MTTFi +M TTRi 1 ‘ MTTF) + M TT R .

Frequency of System Failures
The frequency cop o f system failures is defined as the expected numbers o f visits to a 

fail states (/' in F) per unit time, computed over a long period of time.

(0 f  = Z  Pj  (Z  a a  +Z  a*y)!  or ° > r  0 -  4  ) Z  P: ( 14>
j e F  k = 0  k= 0  i= l

k * j  k * j

Hence
4  x-

j p —-------------------- 1-----------
x N + P z  + x K x N + n z + 4coF =    +    ~ 1,25-10'" (15)
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Mean Duration of a System Failure
The mean duration 0F o f the system failure is defined as the mean time from the system 

enters into a fail state (F) until it is repaired/restored and brought back into a functioning state 
(.B). It is obvious that the system unavailability is equal to the frequency of system failures 
multiplied by the mean duration of a system failure.

I -  Ax = (oF • 6 f

1 - A .
(16)

Thus

" ' “ T T # " 1' 2 ' 1 0 ’  (17)
K + /t/V

Mean Time Between Failures
The mean time between system failures MTBFS is the mean time between consecutive

transitions from a functioning state (5) into a failed state (F). The MTBFS may be computed
from the frequency o f system failures by

M7BF,= —  = X" +2M* +. Àk a  8-10 '°  (18)
a>F 4 + 4

Mean Functioning Time until System Failure
The mean functioning time (up-time) until system failure E((J) is the mean time from a 

transition from a failed state (F) into a functioning state (B) until the first transition back to a 
failed state (F). Its is obvious that

MTBFs = E (U )s + 0 f 

E (U ), = MTBFS - 0 F = 7,99 -10'° (19)
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4. CONCLUSION

The railway control systems demand special deal with considers to safety and reliability 
procedures. The safety systems design with respect recommended the safety integrated level 
for railway management systems need a method requires to proof the safety level. Presented 
methodology permits to verification of real and designed systems by estimation its 
parameters. In the case o f new-designed systems methodology can help to choose optimal 
solution.

Presented in the paper model o f the safety railroad signalling system consists real safety 
behaviour o f that system. Assumed indicators come from information o f manufactures and we 
do not change it. We determined various parameters to provide proof of system integrity 
level. The results o f the estimation probability present in failure states P2, P3 are not 
responding to request integrity level.

Our approaching gives more precise results o f estimation of safety level by specified 
indicators and shows that probability present in states o f failure (P2, P3) is independent from 
work frequency (see (8)). It is show that assumed failure rates and repair rates are not 
responds to failure rate o f the highest (fourth) integrity level.

In the future research, we will test potential possibility presented methodology with 
using CASE tools. It should provide opportunity to review and simulate modelling systems 
[ 10].
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