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M O NITORING AND CONTROL OF DANGEROUS GOODS TRANSPORT 
ITS PILO T PR O JEC T IN THE CZECH REPUBLIC

T h e  p a p er p resen ts  th e  re su lt o f  n a tio n a l IT S p ro jec t "M o n ito rin g  and  con tro l o f  d an g ero u s  goods 
tran sp o rt w ith  h e lp  o f  G N SS (G lobal N av ig a tio n  S a te llite  S ystem )" w ith in  w h ic h  th e  p rac tic a l p ilo t trial 
o n  d iffe ren t tra ff ic  in fras tru c tu re  is tested . P resen ted  so lu tion  re la te s  to  ro u te  se lec tio n  o f  the  dan g ero u s  
g oods tran sp o rt, so  m o n ito rin g  an d  con tro l o f  rea l m o v e m e n t on  se lec ted  ro u te  is au to m atica lly  reported .

M ONITOROW ANIE I KONTROLA TRANSPORTU TOW ARÓW  
NIEBEZPIECZNYCH. PR O JEK T PILOTOW Y ITS W REPUBLICE CZECH

R efera t p rezen tu je  w y n ik  k ra jo w e g o  p ro jek tu  IT S “M o n ito ro w an ie  i s te ro w an ie  transpo rtem  
to w a ró w  n ieb ezp ieczn y ch  za  p o m o c ą  G N S S  (G lo b a l N av ig a tio n  S a te llite  S ystem )" w  ra m ach  k tó rego  
te s to w an a  je s t  p rak ty cz n a  in s ta lac ja  p ilo to w a  n a  ró ż n y c h  ro d za jach  in fras tru k tu ry  ruchow ej. 
P rezen to w an e  rozw iązan ie  o d n o si się do  w y b o ru  tra sy  tran sp o rtu  to w aró w  n ieb ezp ieczn y ch , w ięc  
m o n ito rin g  i k o n tro la  ru ch u  n a  rzeczy w iste j trasie  je s t  ra p o rto w an a  au tom atyczn ie .

1. IN T R O D U C T IO N

B asic term inology . In o rder to be ab le  to speak abou t a system  it should  be at least 
necessary  to  describe such defined  system  as a final au tom at defined  by  m app ing  the system  
inputs w ith  respect to  internal state p lus m apping the inputs and  in ternal state w ith  respect to 
the system  outputs.

A  subsystem  m ust be  describab le  th rough  an iden tical m ethodo logy  like a  system ; in its 
substance a subsystem  is a system  to be described  at a  m ore deta iled  d is tingu ish ing  level.

A  system  show s both a structure and arch itecture  w hile  the structure  is u sually  m uch 
more d e ta iled  than  the architecture . T he arch itecture  defines the basic  arrangem en t o f  
subsystem s and  functional b locks in the space (w e speak about a functional b lock  i f  we 
cannot o r m ay  no t define the g iven b lock  as a system  o r a  subsystem ). T he arch itecture is 
more g lobal and  its objective is to  be arranged  and in tellig ib le as c lea r as possib le.
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T he structure  goes up to  system s elem ents, and  it is m ore com plex  and m ore co 
bu t less c learly  arranged . P ete

A  p rocess reflec ts the chained  even ts w ith in  a system . An even t m ay m ean  a chane 
system  state b rough t abou t by an in itiation on inputs (transfer o f  input values) o r in itia tio n ^  
internal system  state  (go ing  to  extrem es: ” to equip” the internal state o f  som e elem ent 
change the function  o f  an elem en t m ay be som etim es “triggered” , for instance, spontaneo * !° 
by m eans o f  a d istu rbance , etc .) o r “on ly” in the course o f  the external tim e. A set o f n 
ac tivated  processes at poss ib le  env ironm ental conditions defines the system  behaviour.

A system  structu re  m ay be also  flexible like, for instance, in the com puter field where 
the structure  is be ing  changed  accord ing  to  a certain  quality  criterion . Such approach is based 
on the so called  configu ra to r, w hich is, fo r instance, a table  p lus evaluating  and operating s ty  
th rough  w hich  it is poss ib le  to  reconfigure a system  structure o r architecture.

408  M lm slay_syrrg j^

2. A R C H IT E C T U R E  O F SY ST E M  FO R  M O N IT O R IN G  A N D  C O N T R O L  
O F H A Z A R D O U S G O O D S

T he F ig .l describes the arch itecture o f  design system  fo r dangerous transport control 
and m onito ring . T he designed  system  has links to  bo th  organ izations responsib le  for transport 
fo rw ard ing  p rocesses (tran spo rt infrastructure m anager, forw ard ing  com panies, transport 
operators, etc .) and  organ iza tions connected  to  transport-fo rw ard ing  p rocess (rescue services 
public  au thorities, custom  authorities, etc.). The system  for m on ito ring  o f  dangerous goods 
transport is connected  to inform ation  system s o f  each m entioned  organization  and provides 
them  w ith  se lected  inform ation . T he received  inform ation cou ld  be au tom atically  used by 
te lem atics m eans e.g. the on-board  units o f  rescue service vehicles, transport operator 
vehicles, in frastructure  m anager, etc.

T he designed  system  w ill derive benefits from  m ap s’ data , roads and railway 
in frastructure  fo r specific  a ttribu te  concern ing  e.g. p ro tected  regions, speed lim its, databases 
o f  all dangerous goods accord ing ly  A D R /R ID , and so on. M ain  goal o f  the te lem atics system 
it to m on ito r all in form ation  abou t all carriages perform ed by  dangerous loads on territory of 
the C zech  R epublic  (p ilo t p ro jec t only  in the chosen part o f  O strava).

O ne o f  very  im portan t parts  o f  designed  system  is the m axim al use o f  ex is ting  internal 
and external inform ation  for

•  rou te  se lections and dangerous transports tracks m onitoring;
•  em ergency  ca ll in case  o f  acciden ts, acc iden t location;
•  p rocessing  o f  availab le  in form ation  (m odels o f  contam ination , traffic  information, 

etc.);
•  instruction  fo r in tervention;
•  re-rou ting  o f  traffic , w arn ing  the pub lic , etc.;
•  acc iden t im pact evaluations;
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telematics means (OBU of rescue vehicles, etc. )

IS Public Authority IS Custom I other companies ;
Authority j e.g.insurance

• Route sélections and dangerous transports Packs monitoring
• Emergency can m case of accidents, accident location
• Processing of available information (models of contamination, traffic

Wormabon. etc )
• Instruction for intervention ' . -
• Re-routing of traffic, warning me pubic, etc.
•Accident impact evaluatso ns
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Fig . 1. A rch itec tu re  o f  sy stem  fo r dan g ero u s  tran sp o rt con tro l and  m on ito rin g

3. U M L M O D E L  O F D E SIG N E D  SY ST E M

System  tries to  sim plify  a transporta tion  o f  dangerous goods, w ith reference  to  safety  o f  
population. In to  the system , tw o types o f  users are expected  to  enter:

Free o f  charge users (public  services, adm inistra tion  o f  w ater supply, d is tribu tion  o f  gas, 
power contro l energy , contro l o f  w atercourse, etc ...) - adm in istra to r w ill im plem ent these 
com ponents into the inform ation  system . E very  com ponent ob tains ow n user nam e and 
password and w ill derive benefits from  the system  free o f  charge, accord ing  to subsid iary  law.

U sers, w ho w ill pay  fo r using  the system  -  sender, recip ien t, d ispatch  service 
(transporter). T hese com ponents en te r indiv idually  to  the system , bu t system  w ill be capable 
warrant o f  the ir reciprocal relationsh ip . T hese users w ill be reg istered  w ith the system  
adm inistered by  pub lic  office. E very  one o f  th is sub ject w ill have to  request perm ission  to  
participate in cargo dangerous goods by appropriate  governm ent office. T his request w ill be 
paid accord ing  to the rates.

D escrip tion  o f  users cou ld  be sum m arized:
•  System  adm in istra to r -  to  reg ister o r d iscard  users and assign  them  th e ir rights, 

co llects taxes fo r com m ercial services o f  the system , generates sta tistical data, 
m anages and  p rov ides all d a ta  in databases.

•  G overnm en t office  - d isposes (g ives o r re jec ts) d ifferen t users app ly ing  for 
perm ission  and collects the adm inistrative fees from  them ; likew ise are reg istered  a 
tran spo rt units. T his data  is p rov ided  by  the adm in is tra tion  system . D atabase o f  the 
users is under the central contro l.
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•  M unicipal, tow n o r regional authorities - T hey  are reg istered  into the system 
au tom atically , have the righ t to m on ito r a situation  in the appropriate  territory 
B ecause system  is decen tralized , these au thorities o ffe r data  to  the regional 
au tonom y and  to  the governm ent adm inistra tion . In case o f  the breakdow n or crisis 
a  com m on o r local au tonom y au tom atically  inform s system  together 
w ith  m unic ipals au tonom y to coord inate  rescue services.

•  D istric t and  local com ponents o f  rescue service - T hey  are reg istered  to the system 
au tom atically . R escue service enters only in case o f  b reakdow n, any  em ergency or 
law break ing  (e .g . load m oves ou tside the perm itted  route). C om ponents o f  rescue 
serv ice has all needed  inform ation  about transported  dangerous goods online (t0 
know  accu ra te  position , type and k ind  o f  substance etc.).

•  In frastructure  m anagers - T hese subjects are reg istered  in the system , bu t they  do not 
have righ ts to  en te r into the system . In case o f  breakdow n o r o ther contingencies 
system  alert for arisen  situation.

•  B order checkpo in ts - Subjects are reg istered  in the system , w ith the v iew  o f  data 
insertion  about veh icles com ing  and  leaving the C zech R epublic.

•  Sender - S ub ject (physical o r corpora tion ) send ing  the load. A ll inform ation  about 
th is sub jec t has to  be stored  in database o f  the system .

•  D ispatch  serv ice - Subject, w hich secures transportation  betw een  sender and 
rec ip ien t -  nego tia tes for several transporters transported  loads. A ll information 
abou t th is  sub jec t has to  be sto red  in database o f  the system . U ser has righ t to  enter 
and  ed it re la tive data  into system  after obtain  h is user's nam e and passw ord  (place 
loading, tran sfe r un loading , single tran spo rter, type and quan tity  transit material). 
C an m onito r da ta  about his orders force his perm ission  and so on.

•  T ranspo rte r - Sub ject (transport opera to r o r vehicles), reaches goal destination. 
B etw een  a  tran sp o rte r and sender is w ro ten  a con trac t o f  carriage  (contract about 
transporta tion  d ispatches). Subject has the righ t to  en ter the inform ation  system, 
m on ito r and  ed it fields o f  the contract.

In form ation  system  includes database o f  inform ation  about su b jec t’s dangerous loads 
tha t is au tom atica lly  reg is te red  by  the system  adm in istra to r (rescue service, state and 
m unic ipal office, b o rder checkpoin t, e tc .) o r w as reg istered  by m eans o f  perm ission  near 
governm en t o ffice  (transporter, sender, recip ien t, d ispatch  service).

Further, the system  includes inform ation about all transports o f  dangerous loads in the 
C zech R epublic . E very  tran spo rt un it tha t transports dangerous m ateria l according to 
A D R /R ID  has ow n iden tification  (ID ) and arrangem ent fo r on-line m onitoring.

System  coopera tes w ith application  o f  G eographic  Inform ation System , w hich contains 
road database, to  enable  to  m on ito r to  trace  dow n the vehicles w ith  dangerous load. 
Inform ation system  includes database  o f  all dangerous m atters, d iv id ing , accord ing ly  ADR, 
inclusive instruction , how  to  behave in case o f  em ergency, breakdow n o r in an  unpredictable 
state o f  load.



A n U M L  sam ple view  on designed system  is show n on F ig .2  and  Fig.3.

y g nitoring  and contro l o f  dangerous goods transport. ITS p ilo t p r o je c t ... 411

Fig .2 . T he O B U  (on board  un it) in te rfaces

Fig .3 . T he  functions o f  O B U  (O n-board  U nit)

4. PE R FO R M A N C E  PA R A M E T ER S R EQ U IR E M E N T S

First step in addressing  the application  m onitoring o f  hazardous goods using G N SS 
should be the analysis and estab lishm ent o f  perform ance requirem ents. For fo llow ing  
individual system s param eters a  m ethodology for their m easurem ent should  be developed:

•  Safety  (risk  analysis, risk  classification, risk to lerability  m atrix , etc.)
•  R eliab ility  (the ability  to  perform  required  function  under g iven conditions for a 

g iven  tim e interval)
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•  A vailab ility  (the ab ility  to  perfo rm  requ ired  function  at the in itialisation  o f  th
in tended  opera tion ) e

•  In tegrity  (the ability  to p rovide tim ely  and valid  alerts to  the user w hen a system 
m ust no t be used  fo r the in tended  operation)

•  C on tinu ity  (the ab ility  to perform  required  function w ithout non-scheduled 
in terrup tion  during  the in tended operation)

•  A ccuracy  (the degree o f  conform ance betw een a p la tfo rm ’s true param eter and its 
estim ated  value), e tc .S ubstan tia l part o f  the system s param eters analysis regarding

telem atics app lica tion  is represen ted  by a decom position  o f  system s param eters to  individual 
subsystem s o f  the te lem atics chain, includ ing  a  p roposal for m acro-functions o f  individual 
subsystem s and in form ation  re lations betw een  m acro-functions. Part o f  the analysis is the 
estab lishm ent o f  requ irem en ts on individual functions and inform ation linkage so that the 
w hole te lem atics chain  should  com ply  w ith  the above defined  system s param eters.

T he com ple ted  decom position  o f  system s param eters w ill enable the developm ent o f  a 
m ethodology  fo r a  fo llow -up  analysis o f  te lem atics chains accord ing  to  various criteria 
(op tim ization  o f  the in fo rm ation  transfer betw een  a m obile unit and  processing  centre 
m axim um  use o f  the ex is ting  inform ation  and telecom m unication  infrastructure , etc.). One of 
the criterions appropria te  for transport-te lem atics app lications w ith a  G N SS  system  is the 
synthesis o f  the te lem atics system  w ith m in im ized  system s requ irem ents on a locator, the 
resulting  system s param eters o f  the te lem atics app lication  under study to  be m aintained. Here 
it is necessary  to  indicate th a t the synthesis does note relate only  to  technical o r technological 
part o f  the so lu tion  because  the safeguard ing  o f  system s param eters o f  te lem atics applications 
is to  be ensured  by  organ iza tional and legislative instrum ents as well.

5. P R O C E SS A N A LY SE S

B asic p rocesses o f  the life cycle  o f  the transit describe the E LH  (E ntity -L ife  diagram) 
at Fig.4. T he processes P1-P 10  (leaves o f  the d iagram ) are sorted  in th ree branches -  
C reation , C ourse and S torage o f  the transit data. In the fo llow ing  tex t w ill be som e o f  these 
processes described

F ig .4 . E L H  d iag ram  o f  the  tran sit in  system  
T h e  aste risk  * s ig n ifie s  re p e a tin g  p rocess , dou b le -lin es  m ean  p a ra lle l p ro cess
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E very  transit in the system  is announced  by the security  adv iso r o r ano ther con tac t 
person in the com pany  w ith rights to  reg ister the in tended transit o f  dangerous good. The 
jransit is authorized , w hen both the carrie r and consigner com pany  pu t the sam e valid  transit 
data into the system . T hat w ay we expect to  reduce the num ber o f  faked transits.

A fte r validation  o f  transit data, the ca tegorization  and route is assigned. T he transit is 
now ready  to  start, w ith  it's driver, vehicle, good, route and category  o f  im portance (danger).

T he p roper on-line m on itoring  o f  the transit is realized  p rim arily  at O B U  (O n-B oard  
Unit). T he O B U  app lication  is im plem ented as autonom ous expert system  w ith  G U I, sensors 
and secured netw ork  connection  to  server. The client determ ines its states from  availab le  data 
and acts accord ing  to  its state.

T hin  client has also  been  developed , w ith m in im um  o f  logic on its side, but som e 
actions resu lted  slow ly due the connection  leaks. A lthough  the th in  client needs less hardw are 
resources, its developm ent w as paused as it w as too  unreliable.

T he transit entity  has rela tion  w ith  states from  5 state groups. The set o f  these states 
gives re levan t and su ffic ien t m eta-in form ation  about the transit in real-tim e. E xact values o f  
input da ta  are  also  transm itted  and sto red  in the server database. T he states are determ ined 
either on O B U , o r at the server, o r both. I f  both  decide, additional check  o f  decision  m atch is 
perform ed.

6. D ATA  M O D EL

S erver and O B U  database structure is sim ilar, a lthough server da tabase is significantly  
com plicated w ith functions, triggers and necessary  en tities. T he core data  structure is 
dem onstrated  in E R  d iagram  in Fig.5. E ntities are coloured along th e ir purpose.

T he m ain  entity  T ransit (w hite) has relation  w ith it's tim e iden tification  and decided 
state (green). C om pany  and user data are stored  in b lue entities. G IS  -  re la ted  data  are stored 
in gray tab les. A lthough  no t show n, there are m any tab les re la ted  w ith various inform ation  
and locations, derived  from  the national address reg ister and T ele A tlas data. V ehicle types, 
technical da ta  and o ther inform ation abou t vehicles are stored  (orange). D ata types and 
structure o f  dangerous goods (yellow ) com e m ainly from  A D R  tab le  A, w here m ain entity  
Cargo type  and its M :N  relationsh ip  w ith T ransit is show n.
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Fig .5 . M ain  d a ta  stru c tu re

7. C O N C L U SIO N

T he dangerous goods transport is a com plica ted  social p roblem  fo r E urope because it 
cou ld  resu lt in g rievous fallou ts. T he paper reacts upon th is claim  and designs the information 
system  fo r decreasing  the dangerous goods tran spo rt accidents by  reg istra tion  o f  all dangerous 
goods transports and by real tim e track ing  and  tracing  o f  vehicles w ith dangerous goods. The 
benefits o f  the designed  system  cou ld  be seen in the fo llow ing  areas:

•  the system  can com pare  all relevant inform ation  ffom  d ifferen t organizations and 
check  the ir in tegrity  and correctness;

•  the system  can  p rov ide  th e  rescue serv ices by  all re levan t in form ation  and can  be the 
gu ideline fo r in terven tion  instructions;

•  the system  is ab le  to  p rov ide  special statistics for public  au thorities;
•  the system  can  inform  all o rgan izations about the dangerous goods transport and 

they  can  perfo rm e special m easurem ent, e.g. rerou ting  the transport, hazardous 
m easurem ent in tunnels, etc.

A ll m en tioned  benefits o f  th e  designed  system  are very  up-to  date and  the system  could 
be im plem ented  all a round  E urope to  m inim ize accidents as w ell as acts o f  terrorism .
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