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THE MODELLING OF COMPUTER NETWORKS
FOR RAILWAY CONTROL AND MANAGEMENT

The paper deals with configuration of computers applied in railway systems: interlocking and
dispatcher monitoring. Examples from the EU railways: specialised three computer interlocking SELMIS,
dispatcher system WSKR, remote control of Warsaw Underground and GSM-R based ERTMS strutture
for train monitoring are analysed and modelled with respect to typical net parameters such as probablity
of the correct connection and delay time. The applied Markov process and temporal Petri net modeling
allows to estimate necessary safety criteria, both time and probabilistic.

MODELOWANIE SIECI KOMPUTEROWYCH STOSOWANYCH W SYSTEMACH
ZARZADZANIA | STEROWANIA RUCHEM KOLEJOWYM

Praca dotyczy konfiguracji komputerow w systemach zalezno$ciowych i dyspozytorskich.
Przyktady systeméw stosowanych na kolejach europejskich: trzykomputerowy system zalezno$ciowy
SELMIS, system kontroli dyspozytorskiej WSKR, system zdalnego sterowania w Warszawskim Metrze
i przyszto$ciowy system nadzorowania pociggu ERTMS/GSM-R sa analizowane wzgledem typowych
parametréow sieci takich jak prawdopodobiefistwo poprawnego przetaczenia i czas opdznienia.
Zastosowane modele proceséw Markowa i czasowych sieci Petriego pozwalaja oszacowaé typowe
kryteria bezpieczenstwa, zaréwno probabilistyczne jak i czasowe.

1. INTRODUCTION

These computer network used for railway transport management and control apply
different transmission methods based both on radio and cable standards. The rules of
integration such networked systems are defined in ERTMS/ETCS project elaborated by
organisation of European railways UIC. The main aim of this work is safety characteristics of
such systems assuming typical computer network approach. Computer networks are efficient
realisation of safety systems. The safety analysis related to reliability and functional
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parameters corresponds to Markov process modelling the exploitation of multicomputer
systems. The natural extension of Markov process is temporal Petri net model with respect to
additional conditions for passing the transition with assumed delay.

In the paper the modelling of typical network systems using Markov processes and
extension towards temporal Petri nets is presented. Such network approach corresponds to
typical computer network applications: three coupled processor structure of ESTW
interlocking computer, ring topology dispatcher system WSKR, remote control system for
Warsaw Underground and future wireless GSM-R railway control system corresponding to
ERTMS/ETCS. The proposed approach give possibility of simulation for simple estimation of
probabilistic and time parameters necessary for safety analysis.

2. THE SAFETY COMPUTER NETWORK IN RAILWAY TRANSPORT

From historical point of view the first computer networks in railway control
applications are configured for safety purposes [1], [4] such SIMIS (Siemens) or EBILOCK
(ABB Signal) applying the special solutions of bus interfaces. Next we can observe
introduction of industrial net standards such RS 232 or PROFIBUS into local systems such
coupled controllers in Level Control Systems, or modem transmission into remote control or
dispatcher systems. Now railway computer systems may use the radio transmission based on
previous loop or beacon standards or new GSM-R recommendations elaborated specially to
efficient railway traffic management.

Some examples of computer network in railway control is shown on the Fig 1. The bus
connections in triple self-checking structure is presented on the Fig.la . The special bus
connection assure the fail safe operation, with complex monitoring and fault recovery is
realised in program way. This solution SELMIS [3], [4] is elaborated by ALCATEL for
centralised interlocking ESTW system. The implementation assures the checking of all bus
signals, synchronisation and diagnostics of faulty modules.
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Fig.l. Computer networks in Polish railways a) Bus connections in specialised SELM1S computer for
centralised interlocking system (ALCATEL) b) Dispatcher system WSKR, ¢) Remote control
ofWarsaw Underground (METRO), d) GSM-R connected ERTMS structure for train monitoring
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The dispatcher system WSKR [1], [4] for local management has been installed in
Krakéw Tarnéw line in the form from Fig.lb. The communication subsystem applies single
ring topology, the duplex structure in the centre is based on main computer and hot stand-by
computer. From technical point of view both computers have the same actual data sets and
restart after switch caused by main computer fault has no influence on dispatcher work.

The remote control system applying the RS 485 (PROFIBUS) standard
is implemented in Warsaw Underground (Fig.l.c) [5]. It is realisation typical to distributed
industrial systems. Both cable distances and transmission rates is sufficient for management
of trains from one point of dispatcher centre.

The Fig.l.d shows the part of ERTMS/ETCS structure for train monitoring concerning
several radio and cable transmission subsystems.

3. SAFETY COMPUTER SYSTEMS MODELLING

For safety analysis the estimation the quantitative (probabilistic and time) measures of
safety is required. Such criterion may be evaluated corresponding to the reliability theory [4],
[51, [7], Assuming the Markov character of processes modelling typical exploitation of
railway control systems, the non safety may by related to the Pf, probability of catastrophic,
dangerous failures.

The basic concept of safety based on Christov model of railway control system has been
introduced to safety analysis of many real systems [4]. It is a Markov model of system with
repair presented on Fig.2. The transitions between states are described with respect to:

X - failure rate,

ps, Pd - repair rates from safe state and critical failure state,

VA’ , 1/p’ , - time between messages and time of completing and processing messages from

coupled computers,

pfs - probability of fail-safe action (may be defined as a ratio Xs/ (Lj + Xs) between safe
failure rate and total failure rate).

The state of The state of critical
correct work (or catastrophic) failures
coupled computers failures

Fig.2. The model of safety railway system
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The probabilities Pi , PC, P2, P3 and mean time to transition to any set of failure states
may be estimated using matrix method. For safety analysis (without network parameters X'
and p’) the stationary probability of P2is needed.

P, * iim,.r,m °* :3fiz£a>
MaMd+*(Md+ Ms(}-PFs) Pd
(1
In the practice, for k « p , the mean time to first catastrophic failure T Ffc is determined
1 11 .Pfs\ _ 1
TFfc = ——"———(- + — ) ¥ -
(1-Pfs) a Us (1-PfsuU
(2
The safety may be defined as follows
S=I1-PF
®)

This measure may be applied both to the systems without repair and systems with repair.
For computer networks with greater number of communicating this approach may be
extended in the way presented in the Fig.3. [3], [4],

In both examples the safety measures are better than for single computer system. It is
obvious that for increasing n the structure with repair the probability of P2 will be greater
(and safety measure S = 1 - Pf will be worse than for one active plus one reserve
computers).

The problems of delays may be approximately estimated using extension of Markov
model to mass service methods[9]. For /,’« p ’ the mean number (N) of messages and mean
time of delay (waiting for completing all messages) are equal to:

Al = £ TO=N/A'= 1
EatHu!  nea™ 7 : P-K
@

For computer networks the safety may be estimated with respect to estimated time To , for
example the efficient rate of service in systems without repair (typical fail-safe systems) may
be a sum of delay time and reaction time (1/p + T0), in systems with repair the probability of
correct switch of may be a function of failure rate and delay time p(I/A., To).

In real systems with many states the detailed description of Markov model and
analytical solution of corresponding equations are rather sophisticated [8], The system
functional and reliability parameters may be different for each computer in the system and
some of them may be difficult to estimate in the first months of exploitation. The natural
extension of introduced Markov models are temporal Petri nets [2] presented on the Fig.3.
These models concern delay and rate but additionally the transition in the graph is a result of
conditions satisfying the input conniunction. The modelled processes may work
simultaneously, may co-operate each other via common memory or special hardware
input/output module. The probability of dangerous fault Pf and time to catastrophic failure
T ffc may be estimated using simulation, especially the Monte Carlo method.



244 Andrzej LEWINSKI, Tomasz PERZYNSKI

The obtained results may be compared with theoretical solutions treated as a lower limit
of assumed safety criteria.

a)

b)
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d)

Fig.3. Temporal Petri Net modelling of multicomputer net structures:
a) SELMIS b) WSKR ¢) METRO d) ERTMS
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4. CONCLUSIONS

The analysis of safety criteria (probabilistic or time measures) for real systems based on
computer networks is more complicated. The estimation of rates p and X, necessary for
evaluation is difficult because such parameters are rather unknown and may be determined
with respect to tests elaborated during several years [4], [10]. (The estimation of p in
systems without repair composed with several computers is rather sophisticated with respect
to characteristics of multiple switches.)

The railway management system may be treated as a large computer network
integrating typical computer controllers dedicated to different functions on the distinguished
levels corresponding to hierarchical multilevel approach. Such techniques combine different
net technologies and transmission techniques: copper cables, fibre optics and radio
transmission (GSM-R). The computer network may be treated as an approach to ERTMS
(European Railway Traffic Management System) project, where all systems are integrated in
the form of one hierarchical system of European railway, where the co-operation of many
computer systems is assumed.
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