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THE M O DELLING  OF C O M PUTER NETW ORKS  
FOR RAILW AY CO N TRO L AND M ANAGEM ENT

The paper deals w ith configuration o f  com puters applied in railw ay systems: interlocking and 
dispatcher m onitoring. Exam ples from  the EU  railways: specialised three com puter interlocking SELMIS, 
dispatcher system  W SK R, rem ote control o f  W arsaw  U nderground and G SM -R  based ERTM S strutture 
for train m onitoring are analysed and m odelled w ith respect to typical net param eters such as probablity 
o f  the correct connection and delay time. The applied M arkov process and tem poral Petri net modeling 
allow s to estim ate necessary safety criteria, both tim e and probabilistic.

M O DELO W A NIE SIECI KO M PUTERO W YCH  STOSOW ANYCH W  SYSTEMACH 
ZARZĄD ZANIA I STERO W ANIA RUCHEM  KOLEJOW YM

Praca dotyczy konfiguracji kom puterów  w  system ach zależnościow ych i dyspozytorskich. 
P rzykłady system ów  stosow anych na kolejach europejskich: trzykom puterow y system  zależnościowy 
SELM IS, system  kontroli dyspozytorskiej W SK R, system  zdalnego sterow ania w  W arszaw skim  Metrze 
i przyszłościow y system nadzorow ania pociągu ER TM S/G SM -R  są  analizow ane w zględem  typowych 
param etrów  sieci takich jak  praw dopodobieństw o popraw nego przełączenia i czas opóźnienia. 
Z astosow ane m odele procesów  M arkow a i czasowych sieci Petriego pozw alają  oszacować typowe 
kryteria bezpieczeństw a, zarów no probabilistyczne ja k  i czasowe.

1. INTRODUCTION

These com puter netw ork used for railway transport management and control apply 
different transm ission m ethods based both on radio and cable standards. The rules o f  
integration such networked systems are defined in ERTM S/ETCS project elaborated by 
organisation o f  European railways UIC. The m ain aim  o f  this w ork is safety characteristics o f  
such systems assum ing typical com puter network approach. Com puter networks are efficient 
realisation o f  safety systems. The safety analysis related to reliability and functional
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param eters corresponds to M arkov process m odelling the exploitation o f  multicomputer 
systems. The natural extension o f  M arkov process is tem poral Petri net model w ith respect to 
additional conditions for passing the transition w ith assumed delay.

In the paper the m odelling o f  typical network systems using M arkov processes and 
extension towards tem poral Petri nets is presented. Such network approach corresponds to 
typical com puter netw ork applications: three coupled processor structure o f  ESTW 
interlocking com puter, ring topology dispatcher system W SKR, rem ote control system for 
W arsaw  U nderground and future w ireless GSM -R railway control system  corresponding to 
ERTM S/ETCS. The proposed approach give possibility o f  sim ulation for sim ple estimation of 
probabilistic and tim e param eters necessary for safety analysis.

2. THE SAFETY C O M PU TER N ETW O RK  IN RAILW AY TRANSPORT

From historical point o f  view  the first com puter netw orks in railw ay control 
applications are configured for safety purposes [1], [4] such SIMIS (Siemens) or EBILOCK 
(ABB Signal) applying the special solutions o f  bus interfaces. N ext we can observe 
introduction o f  industrial net standards such RS 232 or PROFIBUS into local systems such 
coupled controllers in Level Control Systems, or m odem  transm ission into rem ote control or 
dispatcher systems. Now  railway com puter systems m ay use the radio transm ission based on 
previous loop or beacon standards or new  G SM -R recom m endations elaborated specially to 
efficient railway traffic management.

Some exam ples o f  com puter netw ork in railw ay control is shown on the Fig 1. The bus 
connections in triple self-checking structure is presented on the F ig .la  . The special bus 
connection assure the fail safe operation, w ith com plex m onitoring and fault recovery is 
realised in program  way. This solution SELM IS [3], [4] is elaborated by  ALCATEL for 
centralised interlocking ESTW  system. The im plem entation assures the checking o f  all bus 
signals, synchronisation and diagnostics o f  faulty m odules.
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F ig .l . Com puter netw orks in Polish railw ays a) Bus connections in specialised SELM1S com puter for 
centralised interlocking system  (A LC A TEL) b) D ispatcher system  W SKR, c) Remote control 
o f  W arsaw  U nderground (M ETRO ), d) G SM -R connected ERTM S structure for train monitoring
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The dispatcher system  W SK R [1], [4] for local managem ent has been installed in 
Kraków Tarnów  line in the form  from F ig .lb . The com m unication subsystem  applies single 
ring topology, the duplex structure in the centre is based on m ain com puter and hot stand-by 
com puter. From  technical point o f  view both com puters have the same actual data sets and 
restart after sw itch caused by m ain com puter fault has no influence on dispatcher work.

The rem ote control system applying the RS 485 (PROFIBUS) standard 
is im plem ented in W arsaw  U nderground (F ig .l.c) [5]. It is realisation typical to distributed 
industrial systems. Both cable distances and transm ission rates is sufficient for management 
o f  trains from one point o f  dispatcher centre.

The F ig .l .d  shows the part o f  ERTM S/ETCS structure for train m onitoring concerning 
several radio and cable transm ission subsystems.

3. SAFETY CO M PU TER SYSTEM S M ODELLING

For safety analysis the estim ation the quantitative (probabilistic and tim e) measures of 
safety is required. Such criterion m ay be evaluated corresponding to the reliability theory [4], 
[5], [7], Assum ing the M arkov character o f  processes m odelling typical exploitation of 
railw ay control systems, the non safety may by related to the P f , probability o f  catastrophic, 
dangerous failures.

The basic concept o f  safety based on Christov model o f  railway control system  has been 
introduced to safety analysis o f  m any real systems [4]. It is a M arkov model o f  system with 
repair presented on Fig.2. The transitions between states are described w ith respect to:
X - failure rate,
ps , Pd - repair rates from safe state and critical failure state,
1/A,’ , 1 /p’ , - tim e between m essages and tim e o f  com pleting and processing messages from 
coupled com puters,
P f s  - probability o f  fail-safe action (m ay be defined as a ratio Xs /  (Lj + Xs) between safe 

failure rate and total failure rate).

The state of The state of critical
correct work (or catastrophic) failures

coupled computers failures

Fig.2. The model o f safety railway system
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The probabilities Pi , PC, P2 , P3 and m ean tim e to transition to any set o f  failure states 
may be estim ated using matrix method. For safety analysis (without network param eters X' 
and p ’) the stationary probability o f  P2 is needed.

P , *  i i m „ .  r , m  ‘ --------------------------------  = 3f i z £ a >
MsMd+*(Md+ Ms(}-PFs) Pd

( 1)
In the practice, for k « p  , the m ean tim e to first catastrophic failure T Ff c  is determined

1 1 1 . P fs \  _  1

(2)

T Ff c  = ---- '-----( -  +  —  )  *  •
( 1 - P f s )  A  jU s  ( 1 - P f s U

The safety m ay be defined as follows

S  = l - P F
(3)

This m easure m ay be applied both to the system s w ithout repair and systems w ith repair. 
For com puter networks with greater num ber o f  com m unicating this approach m ay be 
extended in the way presented in the Fig.3. [3], [4],

In both exam ples the safety m easures are better than for single com puter system. It is 
obvious that for increasing n the structure w ith repair the probability o f  P2 will be greater 
(and safety m easure S =  1 -  Pf will be worse than for one active plus one reserve
computers).

The problem s o f  delays m ay be approxim ately estimated using extension o f  Markov 
model to m ass service m ethods[9]. For / ,’« p ’ the mean num ber (N) o f  messages and mean 
time o f  delay (waiting for com pleting all messages) are equal to:

A'/// = _ £ _  T0 = N / A ' =  1
1 11 / I . -11 7 ul-A '/ju ' n '- A ' P '- K

(4)

For com puter networks the safety m ay be estim ated w ith respect to estimated time To , for 
example the efficient rate o f  service in systems without repair (typical fail-safe systems) may 
be a sum  o f delay tim e and reaction time (1 /p  +  T o) , in systems with repair the probability of 
correct switch o f  m ay be a function o f  failure rate and delay time p(l/A., To).

In real systems with many states the detailed description o f  M arkov model and 
analytical solution o f  corresponding equations are rather sophisticated [8], The system 
functional and reliability param eters m ay be different for each com puter in the system and 
some o f  them  m ay be difficult to estim ate in the first months o f  exploitation. The natural 
extension o f  introduced M arkov m odels are tem poral Petri nets [2] presented on the Fig.3. 
These models concern delay and rate but additionally the transition in the graph is a result of 
conditions satisfying the input conniunction. The modelled processes m ay work 
sim ultaneously, m ay co-operate each other via com mon m em ory or special hardware 
input/output module. The probability o f  dangerous fault Pf and time to catastrophic failure 
T f f c  m ay be estim ated using simulation, especially the M onte Carlo method.
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The obtained results m ay be com pared w ith theoretical solutions treated as a lower limit 
o f  assum ed safety criteria.

a)

b)
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d)

Fig.3. Tem poral Petri N et m odelling o f  m ulticom puter net structures: 
a) SELM IS b) W SK R c) M ETRO  d) ERTM S
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4. CONCLUSIONS

The analysis o f  safety criteria (probabilistic or tim e measures) for real systems based on 
com puter networks is m ore com plicated. The estim ation o f  rates p  and X, necessary for 
evaluation is difficult because such param eters are rather unknown and m ay be determined 
w ith respect to tests elaborated during several years [4], [10]. (The estim ation o f  p  in 
systems w ithout repair com posed w ith several com puters is rather sophisticated with respect 
to characteristics o f  m ultiple switches.)

The railway m anagem ent system m ay be treated as a large com puter network 
integrating typical com puter controllers dedicated to different functions on the distinguished 
levels corresponding to hierarchical m ultilevel approach. Such techniques com bine different 
net technologies and transm ission techniques: copper cables, fibre optics and radio 
transm ission (GSM -R). The com puter netw ork m ay be treated as an approach to ERTMS 
(European Railw ay Traffic M anagem ent System) project, where all systems are integrated in 
the form  o f  one hierarchical system o f  European railway, where the co-operation o f many 
com puter systems is assumed.
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