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HAZARD CONTROL

Author presents process of risk analysis and hazard control. In the second part author presents
sequence of events leading to accident and control ways of the sequence in such a way that hazard rate
should less then THR (tolerable hazard rate). The designer has some ways to reduce hazard rate.

STEROWANIE ZAGROZENIAMI

Autor przedstawia proces analizy ryzyka i sterowanie zagrozeniami. W drugiej czesci autor
pokazuje sekwencje zdarzeri prowadzacych do wypadku i sposoby sterowania ta sekwencjg tak, zeby
intensywnos$¢ zagrozen byta nizsza niz THR (dopuszczalna intensywno$¢ zagrozen). Konstruktor ma
kilka sposobdw by zmniejszy¢ intensywnos$¢ zagrozen

1L INTRODUCTION

Author wants to present process of risk analysis and hazard control which are talked
over in standard Safety-related electronic systems for signalling [9]. The standard Risk
analysis of technological systems [11] describes risk analysis, too.

In the second part author presents sequence of events leading to accident and control
ways ofthe sequence in such a way that hazard rate should less then THR.

2. GLOBAL PROCESS OVERVIEW

Global process consists of risk analysis and hazard control. Railway Authority has
responsibility for risk analysis. System supplier has responsibility for risk analysis. The Safety
Authority shall approve both, the risk analysis and hazard control.
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2.1. RISK ANALYSIS

Data input for the risk analysis is:
¢ specification of system functions

The risk analysis includes:
« hazard identification for each function
e accidents, as consequences of hazards
m hazard severity - consequences to persons or environment
m frequency of occurrence hazardous events
e risk evaluation - hazard categorization
« risk acceptance

Data output of the risk analysis is:
e THR for functions

I described this process in my work Lista zagrozen, jako podstawa do specyfikacji
wymagan [13]

2.2. HAZARD CONTROL

Data input for the hazard control is:
» Safety specification:
m  THR for functions
m  safety states

The hazard control include:
» causal analysis
m translated THR for function to SIL (Safety Integrity level) (SIL will be safety
requirement for system)
m THR apportionmente.g. FTA (Fault Tree Analysis)
e CCF (common cause failure) analysis
m physical independence claims
m  functional independence claims
m process independence claims
The independence of items allow us to treat these items in gate AND during
FTA.
e SIL allocation
« system architecture definition according to table E.4 EN 50 129 [9]
« safe function allocation
m algorithm of fail-safe reaction
m time of failure detection
m time ofachievement of safe state retention
m  safe states
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e SIL specification for subsystems
e calculation of HR (hazard control). | described this process in my work
Przeksztatcanie drzewa zagrozen metodg ,,Zofii” [14]
Data output of the hazard control is:
» hazard rate for functions

3. WAYS OF HAZARD CONTROL

3.1. HAZARD SOURCES

The hazard sources can be:

m  Systematic failures - software or design mistakes.

m  Random failures - defects of hardware or transmission disturbance

We can avoid systematic failures, as hazard sources by techniques and measures.[8], [9]

We can avoid random failures, as hazard sources by hazard ratecalculation and
compare with THR for function. The random failures, as hazard sources areunder
consideration of my work.

3.2. ACCIDENT SCENARIO

The following figure present scenario of accident.
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Fig.1. Accident scenario

Single defect leads to hazard. There is accident after the hazard and the railway
movement situation.
The following figure presents scenario of hazard control.
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Fig.2. Fail-safe reaction scenario

Two defects lead to hazard. Our system reacts after first defect before second defect
m  Detection of defect

m  Fail-safe reaction

m  Retention in safe state

There is not accident after two defects and the railway movement situation, because the
second defect does not lead to hazard. The state of system is retention and it is safe-state.

3.3. HAZARD CONTROL

The state of system should be retention and it should be safe-state before second defect.
How to control this process?

There are the following means to hazard control:

m  The defects should be independent.

m  The rate of defect should be low.

m  The detection time and fail-safe reaction and shutting in retention in safe state
should be short

m  The transmission telegram should be suitably protected according to standard:
Safety-related communication in closed transmission systems [10]

The sequence of events leading to accident and control ways of the sequence in such a
way that hazard rate should less then THR (tolerable hazard rate). The designer has some
ways to reduce hazard rate.

The designer has same ways to reduce hazard rate:

e change electronic elements for more reliable element

e diverse structure with fail-safe comparison

eremove common cause of failure

« decrease time of fault detection

» decrease time of fail-safe reaction

e increase safety code oftransmission telegram

e increase safety redundancy (three, four defects lead to hazard, but this worsen
reliability of system.
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The software has the influence for the detection time and the reaction time against
random failures. The retention in safe-state needs high efficacy, and any next defectcan not
move out system from safe-state and can not lead to any hazard.
We should use these same data to calculation of hazard rate and to calculationof
reliability of system. We can take defect rate bigger than it is, but not less.

4. CONCLUSION

Hazard control needs high experience.
Theoretical hazard analysis needs confirmation by tests.
Hazard control needs iteration so long as hazard rate will be less than THR.

It is not possible to avoid random failure, but it is possible to control effects of the
failure.
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