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A NOVEL APPROACH TO USERS’ AUTHENTICATION
AND AUTHORIZATION

Summary. In this paper, an adaptive method of users’ enttbation and
authorization is proposed. With Bring Your Own Dmvi postulate, working
conditions and users’ habits have changed andses wonnect to company resources
with their own devices. This situation poses a seWereat to security, but tightening
security rules is not always an option. This brdugmeed of an adaptive system,
which would choose methods adequate to the cutiheeat level. Proposed solution
not only minimizes the risk of unauthorized accésscompany’s data, but also
simplifies users’ authentication process.
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NOWATORSKIE PODESCIE DO UWIERZYTELNIANIA
| AUTORYZACJI UZYTKOWNIKOW

Streszczenie W niniejszym artykule zostata zaproponowana novekd -—
adaptacyjna metoda uwierzytelniania i autoryzagjtkownikéw. Zbudowany w my
tego podejcia adaptacyjny system testowy dobiera metody gzoji
i uwierzytelniania adekwatne do obecnego poziomgraania. Proponowane
rozwigzanie nie tylko minimalizuje ryzyko nieuprawnionegimstpu do danych
firmy, ale tak upraszcza proces uwierzytelniarigkownikow.

Stowa kluczowe metoda adaptacyjna, autoryzacja, uwierzytelnianie

1. Introduction

Internet recently has become an integral part ofiges. In recent Cisco surveys [1] more
than half respondents answer that they cannotlitieout the Internet. Different people name
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different reasons of its popularity. The most comm@sponses include: fast access
to information on almost every topic, easiness afdshare, facilitation of communication
between people regardless of the distance betwssm tand variety of on-line services
available mostly for free. An ease of data shareepoa serious threat to privacy and
possibility of confidential data leakage. This applespecially to a various type of business
for which any leak of corporate information mayg®¥nicious. It became obvious that there
is a need for protecting access to at least sonreswiurces. Todorov [18] describes three
security processes that should be used jointly idero to provide protected access
to resources. Over the years, many various implétiens of the processes were created.
Smith [17] indicates “Today’s authentication sysseevolved from decades of attacks, many
of them successful”. Blissful ignorance of usersmnbmed with new threats released every
day, cause that the number of infected computees revery year [15, 7, 4]. [16] brings
concerns about security of Bring Your Own Deviantt. The biggest gripe with BYOD is
a degree of control which company has over deviedsch are not its assets. BYOD
postulate along with people’s tendency to not respasic password security policies, such
as not to use the same password for various syqtethentails risks that a hacker will be
able to obtain remote access to the victim's actand later will get access to company’s
confidential data. As it is stated in [1], companiill have to change their current security
systems to the ones based on a user, a role aevce dype. In order to do so, understanding
who is using a device, where it is being used, whdt information is accessed, is vital.
Currently there is a growing demand for identityn@gement systems that are usually neither
universal nor simple to use. They work in the faflog manner: the more suspicious (non-
typical) are activities of a user, the more dethdeathentication process is conducted.

There are a number of approaches to adaptive seamntrol — unfortunately, none
of them fulfils a desired level of granularity erins of usefulness and easiness to implement.
Threat-Adaptive Security Policy [18] mimics the human approach of placing trustotimers
based on their actions, and despite its reasompiud results, this approach is not the best
solution for all systems. It creates a problem bbasing a set of positive and negative
patterns of behaviors used for calculating thettrlso a creation of user’s profile may be
a complicated task in systems which allows multipkers’ devices as users’ patterns
of behaviors, may vary, based on thé&aif-Adaptive Authorization Framework [9] integrates
with the existing RBAC/ABAC authorization infrastture to manage its configuration
in an automated way. The preventive action is amésen the set of actions based on a result
that comes from evaluation function (e.g. functimimimizing costs). It may happen that best
solution will not be selected due to its high catis approach is complex to implement.
Dynamic Authorization Model Based on Security Label andeRjdll] minimizes complexity



A Novel Approach to Users’ Authentication and Autlzation 7

of roles assignments when users need access tarcesmn different security levels — it is
based onWeb Services and introduces intricate ontology. Propo&eticy Resolver manages
user rights, obligations, and may be too difficiitimplement for the most organizations.
OpenAM is all-in-one access management platform for ptotg any type of resource across
enterprise [10] however, it cannot exist solely itg1r own. It is worth mentioning that
OpenAM forked fromOpenSS0O, which after acquisition of SUN by Oracle was disttnued

in an unannounced policy change [5].

2. Adaptive authentication and authorization

The goal of this study is to propose an adaptivéhote of users’ authentication and
authorization. Adaptive means: “having an ability dhange to suit different conditions”.
In this case, different conditions were: differeiser's devices, different user’s profiles and
different user’s patterns of behaviors. As it wasntioned in the foreword — working
environment and users’ habits have recently chaagedemployees may often use different
devices from different locations to connect compamgsources. Such a situation is a severe
threat to security; however tightening securityesuls not always an option. This brings
a need of an adaptive system, which would choosthaods adequate to the current threat
level. Adaptive solution would not only minimize ethrisk of unauthorized access
to company’'s data, but also simplified users’ antivation process. Within many types
of currently available devices that a user mayaiseork, mobile devices are the least secure.
Mainly due to their size, what makes them easiebdacstolen or lost. Following this line
of thinking, desktops are the most secure, nextlag®ps, then tablet mobile devices and
the least secure are mobile phones. This assumigtiant entirely correct. Mobile phones
may be easier to be stolen or lost, but if user lwgged off from the system, even when
someone unauthorized obtained physical acces® tdetvice, he will not be able to pass even
the first step of authentication process. At theesdéime, desktops and laptops may be targets
of malicious software, which steal users’ credésativhat would allow an adversary to log
into the system. Of course such software existrfobile phones as well as for desktops, but
their number is still very low comparing to thretds desktops and laptops [6, 7]. This shows
that device type should not be the only factor dieg which authentication methods should
be used. Equally important are typical working tsounatching user's behavior profile.
If someone works 5 days a week between 8am and dpdwhen he suddenly tries to log
into the system at 6pm — authentication processildhbe more complex for him. Such
a profile should be created for each of user'saiesi That would increase profiles’ accuracy,
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as it should be suspicious when user normally asdg his mobile phone after 5pm and
suddenly he tries to log in from a desktop PC. Tle&t case when system should start
an intensified authentication is during abnormadrissactivity at work, e.g. when user starts
to behave suspiciously, not as usually, for exarstdets to copy all data, what he has never
done it before and what is described as intrusie®om for a role. The authentication
complexity in that case should be dependent ofuger’s current threat level (the degree
of security risk). Of course, the method in thasecahould be also different from methods
used to authenticate the user for this sessionp#aaauthentication may be also used to
provide better users’ experience. Some methods beagumbersome to pass on some
devices, while other providing the same securitelleare easier to pass. Considering that,
different set of methods may be used dependinghenuser’s device type. That practice
would speed up users authentication process amniterbim more comfort.

3. Proposed solution

In order to provide adaptive authentication, a sotusimilar toOpenAM’s authentication
chain was used. During first request in a new sassiser’s device is being recognized using
device fingerprinting and system matches it to pprapriate user’'s profile. If no profile
for such a device exists, a new one is being ale@ased on that match, a user has to pass
selected authentication methods from the chain taio required security level for
the current request. After that, he can perfornioastto which he has permission granted
within a role and a security level. If he triegerform action, which is defined in his role, but
requires higher security level, then additionahautication has to be performed. The security
level can be lowered during user’s work in the oese to his abnormal behavior or after
performing suspicious actions. The abnormal behlawieans that user uses the system in
a different way than usual. The suspicious acts®igs defined for each role. Higher security
level can be obtained by passing more methods themauthentication chain. Lowering it is
done by the system as a response to usmpicious actions / abnormal patterns
of behaviors.

3.1. Authentication Chain

Methods used in the authentication chain were saleafter analysis of weak and strong
sides of the most popular authentication methodsmFthree types of authentication
methods proof-by-property methods were considered unusable mainly becaeseatie too
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costly by the need of additional hardware readexs (ris recognition). Methods that do not
require such devices have insufficient accuracy. (éace recognition) or require large
samples of data to be able to recognize the usgrKeystroke dynamics). Comparing other
categories proof-by-possession methods were considered better option. This datigias
motivated by the fact that they are more secudeegspace is not that limited like pnoof-
by-knowledge methods and their main drawback which is possybibtitbe lost or stolen can
be reduced by adding additional password protecfidme cost of the hardware tokens is
smaller than the cost of the biometric readers,dvaw in this case it also disqualifies this
method from use. The alternative for this methog bea software token for mobile devices
or e-mail passwords. In the final solution e-maiithwpassword reminder were used
as the third method in the authentication chaintheesy provide additional authentication
factor, which is a need to have an access to usemsil account. Theroof-by-knowledge
methods were split into two categories. First @nthwere visual passwords among which
one method is especially worth mentioning. Hasspoints method [1], which requires from
user to click in specified order at selected poartghe image, is not only easy to pass by user
and provides higher key space with 6 clicks tham&acters password, but can be also used
as a reverse authentication [13] when user canadpbicture selected by himself. To reduce
the threat of shoulder surfing different picturas e used at random for this method. For the
reasons described above this method was chosemeasrdt method in the authentication
chain. Other methods likPassfaces [8] and Degja Vu [3] which require selecting one
face/image from the set during multiple stepsDwvaw-a-Secret which requires drawing
on the grid have the same drawbacks like the paisgspmethod (mainly vulnerability
to shoulder surfing) and in the same time provioleer key space than a high resolution
image. From the second category — text passwouliassic character password method was
chosen to be used in the final solution. That méthvas selected as easy one by the most
respondents in the experiment described in [14 Tblder of the second place in that
ranking — PIN password method was not used becdubas the same characteristics
as the character password method but provides emadly space. The variation of character
passwords — partial passwords — requires typing mariddom characters of password each
time — in theory should increase security by delgygavesdrop of password by an attacker.
In practice, however it is not effective when passivs dictionary one and in the same time
creates the additional threat to security relabeithé need of storing passwords in a plain text.
Due to this, it is better to set some requiremdotschars in passwords and use original
character passwords method. From the other texhadst techniques like cognitive and
associative passwords were proven cumbersome aadure and were not used in the final
solution.
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3.2.User’s Profiles

The fundamental assumption for this work is tharusses different devices to access
company’s resources. His behavior may be diffedamtending on a type of device he uses
and some devices are considered a bigger threampany’s security than others. For those
reasons user profiles have been introduced. Thénmiax number of profiles per user can be
limited to increase security however in the tegtligption this restriction was not used. Each
of the profiles belongs to one class, which defineximal security level, which can be
obtained at this profile. Number of existing classad restrictions of their members are
configurable. That was introduced to provide bettganularity of access restrictions.
To recognize user’'s profile thaevice fingerprinting method was used. As was described
in section 4.2 even the simplest methods are seirfiti¢o provide identification good enough
to be used in company’s system.

3.3. Threat Calculating Algorithm

Higher security level can be obtained by passingenmethods from the authentication
chain. Lowering it is done as a response to useispicious actions and abnormal behaviors.
The main difference between them is that suspiceetons are defined and rigid while
user’s profile may change during the time what gesna definition of abnormal patterns
of behaviors. The motivation to use this combinpgraach was described in [18]. Each
action/behavior defined on those lists can havierdint severity. That means for each action
different number of points can be subtracted framuser’'s account. Each security level has
threshold of points. When user’s current amounpaihts is lower than required by his
current security level then the level is being losde The differences in points between
specified security levels do not have to be condt@mmreate more sensitive security levels.
The abnormal patterns of behaviors and suspiciotisns may vary in different applications
depending on their structure and purpose. In thedgplication developed for the purpose
of this study they contain following entriegsbnormal patterns of behaviors: different
working hours, too many actions in specified timeeival, and different proportions in access
to different resources typeSuspicious actions. number of unsuccessful attempts during last
authentication process, exceeded time without atigrg attempt to access resources which
are forbidden for user’s role.
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4. Implementation

The main goal of this study was to create a satytichich can be easily configured and
extended to best-fit different users’ requiremeiits.empirically test base assumptions and
validate the core design a proof-of-concept impletaigcon has been done. This chapter
describes briefly this implementation and shows hbwan be configured and extended.
Separation of different parts of the system (Figallows users replacing only a small part
of the code in order to modify or enhance any chdgactionality.

Request Filter

Trust State Machine

Fig. 1. Main components of the system
Rys. 1 Gléwne elementy systemu

Request filter

Request Filter (RF) role is to intercept all requests to system resgsito which access is
restricted. It then passes the requedDeoision Point (section 4.1), which handles it. In the
test-application, only one filter was used, howawasther situations many filters can be used
if filter’s role is more complex than just passimgjuests.

4.1.Decision Point

Decision Point (DP) is the core component, which handles whole psingsof each
request. It dispatches requests to adequate comzomepending on the current state
of the process and processes returned informalfionwork correctly, system has to load
information like device type, role, behavior prefdnd a list of suspicious actions for current
user. The first attempt to recognize the useriisgudevice fingerprinting. When first request
in new session is being processed user is beingected to the site, which tries to collect his
device fingerprint. This process is described ictisa 4.2. WherDP gets the request with
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collected data, it passes itDd- Profile Manager (vide 4.3), which returns the best matching
profile or information that there is no suitablefie (refer to section 4.7). No matter what
was returned from theDF Profile Manager in the next stepDecision Point calls
Authentication Manager to perform authentication (described in sectiod).4DP and
Authentication Manager use Authentication Request and Authentication Response

to communicate. The first one is being sent whaheaication of the user is required and
the second one whddP passes authentication data obtained from the atithéon method.

In current implementation they both contain the esadata, which is user’'s profile,
HttpServietRequest and HttpServietResponse, which can be easily extended when additional
information would have to be sent in future implenagions. Because profiles returned by
the DF Profile Manager can be mismatched and some of the authenticatethads do not
require entering a username, just password, whi&lg has not been confirmed (before first
successful login) user has a possibility to infatme system that his profile was wrongly
selected. In that casBgecision Point will order Authentication Manager to authenticate user
using default authentication method, which is cddkgl to require providing username. When
user authenticates himself for the first time irwngession if hiDF profile was matched
correctly it is being updated. Otherwise, nBW profile is being created for the user. Next
Decision Point makes a decision how to respond to user’s requiesiser did not pass
the authentication then information about unsudaésstempt is being saved and user has to
try again. In order to make decisiddP consults Authorization Manager. To communicate
they useAuthorization Request and Authorization Response. Similarly, to described earlier
Authentication Request and Authentication Response they carry only data and do not
implement any interfaceAuthorization Request contains HttpServietRequest and user’'s
profile. It is being sent toAuthorization Manager, which responds withAuthorization
Response containingAuthorization Decision and a text messagauthorization Decision can

be “ALLOW’, “DENY” or “INSUFFICIENT US.” and the text message is being used
to explain the reason of denying a requeSNSUFFICIENT US.” means that user has
to pass additional authentication steps to be tbfaalize his request. When the request is
allowed DP calls Threat Monitor to check user’s action against his behavior proéihd
the list of suspicious actions (vide section 4I8jnay result in decreasing user’'s security
level what will have impact on user's next requegifier this user's request is being
forwarded to its original destination. In case whequest was denied, the flow is almost
the same but instead of forwarding to the origohedtination the user is being forwarded to
the page with the information that his request doubt be finalized. When Authorization
Manager decides that the user has insufficient rggclevel then Decision Point sends
Authentication Request to Authentication Manager, which forwards a user to next
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authentication step. No interaction witfhreat Monitor happens inthis case as it is
considered an internal action of the system.

4.2.Device Fingerprinting

Initially Device Fingerprinting method was planned to be wused asone
of the authentication methods. However, in thelfs@ution Device Fingerprinting is used
only as recognition to choose correct authenticati@thod for a user. This change was made
because aBevice Fingerprinting method allows generating unique enough identifierbe
used in limited group of users, the system canpetaie only on raw calculated fingerprint.
Because data used to generate fingerprint candegel (e.g. by upgrading a web browser or
one of the plugins) system has to allow some eiroreatching a profile. Implementation is
described in 4.3. This section describes what dath how is collected. After analyzing
available papers describing differebevice Fingerprinting methods, a decision was made
to use only basic methods in the example implentientaTo collect required data, a user is
redirected to the site, which usdavaScript and Flash technologies providing required
functionalities. The Fingerprint is stored as ahha$ the concatenated string values of all
collected data.

4.3. DF Profile Manager

Device Fingerprint Profile Manager (DF Profile Manager) role is to save, retrieve and
update information about user’s devices. One oftthen system’s assumptions is that a user
can use many different devices in his daily workisTcomponent managd3F Profiles,
which are bond with the user’s profile. Decisioniffocommunicates wittDF Profile
Manager using an interface which provides methods to eresw DF Profile, update
existing one and get profile which the best mataduwected data. The process of collecting
data is described in 4.2. The mostly often-usedctfanality — matching profile based
on the data — does not guarantee correct resutis. réason is explained in section 4.2.
In the example implementation, system first calimdaa fingerprint from all collected data
and checks if it exists in the database. If yesnthis the sure match, because fingerprints are
marked as unique in the database. In other €#5&rofile Manager loads from the database
a set of candidate profiles that are the profilesich have the same hashes of fonts and
plugins as the ones, generated from the collectgd. d-or each of the candidate profiles
a number of minor points is being calculated. Mipoints are being granted for the equal
values of the other fields like time zone, agemingt etc. From the set, a profile with
the highest number of minor points is being retdrrietwo or more profiles have the same
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amount of minor points then the first one is beierned. In case when the set of candidate
profiles was empty, that means there were no fiith the same hashes of the plugins and
fonts strings, a new set is created with the msflhaving only one of those strings equals.
The procedure of choosing one of the candidateilpsofremains the same, however
the selected profile has to have at least a spdcégmount of minor points to be considered
a match. In other case, no profile will be returri2dl Profiles have classes. A device class is
required because it is used to choose correchgsttor user’s abnormal behaviors and to
choose correct authentication chain. These funaliies are described in sections 4.7 and
4.4. Device class is signed to the profile duritgy greation. In the test-implementation,
classification of the profile is done by tReofile Class Manager. The requirements for all
classes are stored in an XML file. Each class basave specified name and maxinakgL
(User Security Level), which can be obtained by the user using thecgefrom this class.

In case when device can be classified to more tran class, the class with the highest
possibleUSL is being chosen. Each class can have specifiestreamts, which should be
fulfilled by the device to be classified to thesdaEvery property can have an accepted value
or range of accepted values. To be classified ¢octhss device has to fit in all specified
constraints. The configuration should contain oeéaudlt class, which has no restrictions
for those devices, which were not classified to ahthe other classes. The last functionality
provided by theDF Profile Manager — update existing profile — updates all data store
for the profile in the database, but those chargasot result in changing device’s class.

4.4. Authentication Manager

The one of the fundamental parts of this systentlaptive authentication — is realized
using an authentication chain composed of the atittagion modules.Authentication
Manager’s role is to manage user's authentication procbgs selecting appropriate
authentication module from the chain specifiedHrsr device classAuthentication Manager
configuration file contains configuration of thetlentication chain. Element “modules”
contains list of all available modules. The namesvided there, are used to load selected
module by the Authentication Manager. It is reqditbat one of the modules be marked
as a default. Such a module should require fromea to enter a username. Default module
is being used as a fallback method when devicesfprinting was not able to match any
profile and system has to authenticate an unknosen. uAuthentication chain is configured
for each of the device classes what allows to $patifferent sequences of methods
depending on the device type. This approach alldve®sing methods that are more suitable
for the device type, its parameters and secutitglsb allows setting differetdser Security
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Levels which user obtains after passing specified auibetimn step depending on the device
type. Use of arXML file as a configuration of the available autheatimn modules creates
a possibility to easily add new authentication mesglu Convention used in the project
assumes that module’s class name is the same asothde’s name provided in the file and
it uses JSP with the same name. Each Authentication Module basimplement
Authentication Module interface, which contains methodanderForm, and ‘authenticate’,
which take AuthenticationRequest and AuthenticationResponse respectively. The test
implementation uses three authentication modulésstware:character password — default
module, requires from user to provide his usernantepasswordyasspoints — requires from
user to click on the specified points of the imagéehe specified order. Each user has own
image so this method also works as an authenticanethod of the page to the user,
password sent via email — sends a randomly generated password to thesusenail address,
which the user has to copy into the input field. Appropriate module is selected by
Authentication Manager whenDP calls its ‘performAuthentication” method. If user’s profile
has not been loaded then Authentication Manageosg®default module, otherwise it gets
user’s current USL frorirust Sate Machine (described in 4.6) and selects next module from
the chain. The modules are ordered ascending by $hewhich they provide. Then it calls
module’s ‘tenderForm” method to start the authentication step. If nadme has been found
in the chain then Authentication Manager returrag thformation to Decision Point, which
informs the user that his request is impossible. ellViAuthentication Manager’'s
"checkConstraints’ method is called, it passes the data to the atittedion module, which
returns the information if method has been padsebdoth cases, this information is returned
to DP, but in case when method has been pagsébentication Manager first updates user’s
security level inTrust Sate Machine.

4.5. Authorization Manager

AM’s responsibility is to decide if a user has a trighundertake an action on specified
resources. It makes decisions based on the radediguration and the current user’s security
level. Each user of the system has assigned a Ealeh role has configured permissions
to specified resources. It is possible to configeguiredUSL for specified action on selected
resources for each role. Whé&M makes a decision if user’'s request should be aliipwt
first gets user’s current security level framust State Machine. If this level is equal to zero
than it means that user’s account has been blahkedhis request is denied with the message
informing about the blocked account. Otherwisk! tries to match requested path and
method with the permissions provided for the usesle. The permissions are listed in the
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same order as they occur in an XML file. If it fsnd match then it compares user’s security
level with the required by the permission and iisitgreater, than the decision IBLLOW’
else it is INSUFFICIENT US". If AM did not find any match then request is @hwith

the appropriate information. Roles configuratiorpisvided to theAM by theRoles Parser,
which loads completely configuration from an XMLlefiat the start of the system. This
approach reduces time which would be needed tcemarsXML file each timeéAM makes

a decision.

4.6. Trust State Machine

USL determines which permissions defined within hie,r@ user has grantedSL is
increased after successful completion of the atittedion step and it is decreased Thy eat
Monitor (vide 4.7) in some situations. Each of the leves a number, minimal amount
of points, which are required to stay on this lemetl an initial amount of points, which are
granted to the user when he enters the l&@vekt Sate Machine holds the information about
user’s points and his curreSecurity Level. It provides methods to set a n&l#L (used by
Authentication Manager), get the currentUSL (used by Authorization Manager and
Authentication Manager) and to change amount of user’s points (usedHrgat Monitor),
which can result in the change of the currd®.. The configuration ofJSs is loaded at
the system start and provided WS Configuration Parser similarly as it is done
in Authorization Manager.

4.7. Threat Monitor

Threat Monitor (TM) realizes the main concept of this work — adapawhorization.
It monitors all users’ requests and reacts accghyito the provided configuration (vide 3.3)
each of the user’s requests is checked againgidhmavior profile and the list of suspicious
actions. User has different behavior profiles dejogg on the class of the used device. After
each session user’s behavior, profile is updatdaktter adapt to user’s recent habits. Those
updates however take into account previous prdfilgarevent of rapid changing of a profile
what could be a result of a masquerade attack.orher technique used to prevent such
attacks is the suspicious actions lists. Those ksé defined for roles and differently than
behavior profiles are unmodifiable. Suspicious adi list and user’s behavior profile are
managed bySuspicious Actions Manager and User Behavior Manager respectively. TM
consults them to obtain required information foe@fed user. Because suspicious actions
are defined for roles and are unmodifiable, they stored in arXML file. Each role has
actions, which are considered suspicious. Eacloradiias to have a name, avalue and
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a number of points, which will be deducted from tiser’'s account for this action. It is
Suspicious Actions Manager’'s role to recognize aaadle appropriately all suspicious
actions configured in th&XML file. The second component used Ty - user behavior
profiles - are stored in the database however #neycreated according to the configuration
which is similarly to the suspicious actions define theXML file. EachDF profile class has
specified behaviors, which should be monitoredTh, Each of the behaviors in the XML
file has to have provided name, points and variaatt@utes. Similarly to the suspicious
actions, name of the behavior has to be recogrbyddser Behavior Manager. Points have
the same meaning but instead of the value, whidtifierent for each user, configuration
of the user’s profile allow to define toleranceth® difference between current value and
the value stored in the user’s profile. Due to fénet, that most of the suspicious actions and
user’s behaviors are of the different type and khbe checked in different situatiorigy,
Suspicious Actions Manager andUser Behavior Manager are strongly coupled. That means
that in current implementation design™# is dependent of the suspicious actions and user
behaviors, which it should monitor. The main difflece between them is that suspicious
actions are defined and rigid while user’s profitay change during the time what changes
a definition of abnormal behaviors. The motivatitlmm use this combined approach was
described in [18]. Each action/behavior definedhmse lists can have different severity. That
means for each action different number of pointsloa subtracted from user’s account. Each
security level has threshold of points. When usetigent amount of points is lower than
required by his current security level then theeleig lowered. The differences in points
between specified security levels do not have todrestant to create more sensitive security
levels. The abnormal behaviors and suspicious r&stimay vary in different applications
depending on their structure and purpose. In themgke application developed
for the purpose of this study, they contain follogrientries: different working hours, too
many actions in specified time interval, differgmbportions in access to different resources
types, number of unsuccessful attempts during daghentication process, exceeded time
without any action, attempt to access resourcestwdnie forbidden for user’s role.

5. Conducted Tests

Due to the fact that topic of this work is new apkcific, most of the available non-
commercial solutions are only theoretical works #mar implementations are not available.
This situation made impossible any type of comparisetween the output of this work and
solutions described in section 1.1. Because degigaestem is meant to be highly
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configurable depending on the users’ requiremeamy, performance tests have no sense,
because they would be valid only for one specificfiguration. For those reasons only basic
system tests were performed to prove that all eisnef the system cooperates correctly.
Due to the limited time and no need of providinghtoouous integration, all tests were
performed manually. All tests described in thiste® were conducted on the system a test
system. Most of the described scenarios were téstaall available roles and device classes,
List of tested pairs: (role: DEVELOPER, device sla8/ORK), (role: DEVELOPER, device
class: PC), (role: DEVELOPER, device class: MOBIL&dle: ADMINISTRATOR, device
class: WORK), (role: ADMINISTRATOR, device classCR (role: ADMINISTRATOR,
device class: MOBILE), (role: HR, device class: WKR(role: HR, device class: PC), (role:
HR, device class: MOBILE). The only exceptions aszond and third tests which were
conducted for all roles but only using device frima WORK class. The first conducted test
was designed to test stability of the system whiokans that after passing initial
authentication process if user behaves like desdrib his behavior profile and does not
perform any suspicious actions and does not negtehi USL then no additional
authentication would be required during whole sessiFor the DEVELOPER and
ADMINISTRATOR roles this scenario was realized 3sping two authentication steps no
matter of the device class and behave accordirige@repared behavior profile, accessing
only resources from the “/data/” path. For the HiRertest looked different depending on
the device class. For WORK class second authelaticatep was passed and GET and POST
methods were used on the “/users/” path. For P€sda perform the same actions third
authentication step had to be passed and for théIM® class only GET actions were
performed after passing one authentication metRodall variations of this scenario, system
remains stable and no further authentication wagsired from users. The second test was
designed to test system’s ability to decrease higbs$trictedUSL in a response to minor
threat risk. This scenario provides that user wiitain maximal availabl&/SL and access
resources, which require this level. Then he weitfprm not permitted request and then will
try to access the same resources again. Withincoinéigured suspicious actions attempt
to access unavailable resources was chosen beoassecessful login action cannot be
performed in this situation and waiting withoutiantfor the specified time to pass would
violate user’s behavior profile and trigger addiabdecreasing of points. As was mentioned
before this test scenario was conducted for a#srddut using only a device from WORK
class (only for this class, it is possible to obtthe highestJSL). For ADMINISTRATOR
and DEVELOPER roles the test runs were as followguested specified resources, passed
all three authentication steps, obtained accespiested unavailable resources, requested
specified resources, passed third authenticatiep, sbbtained access. For the HR role
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the flow looks similar with one difference, whichagv need of passing two authentication
steps after requesting unavailable resources, bectus action decreased user’'s security
level to 8" and the second step grant8 BSL. Presented test run shows that system
responded correctly in the tested scenario. Thid tieist scenario was similar to the second
one that means it started with the request togkeurces requiring the highé$gL. and then
user committed a suspicious action, but insteailyofg to access the same resources again
user accessed other resources available for haslrohddition, this scenario was tested only
for the WORK class. The test runs for this caséeéoosimilar to the previous test, however
for the ADMINISTRATOR and DEVELOPER roles no authieation was required before
accessing resources not requiring the highest USd far the HR role only second
authentication step had to be passed to use PO#iodhdn all cases, system’s responses
were correct according to the configuration. Thehfaand fifth scenarios tested if system
blocks users considered a significant threat. Ffsthem provided that user who obtained
USL allowing him to do his daily work, at some poitdrss to behave different than usual and
performs suspicious actions. Previous tests shawadif such behavior is occasional or
minor, then user need to pass additional authdiicand can continue his work. However,
if this period lasts longer or the threat is magaus, then the user should be blocked. For all
roles and classes, test runs look as follows: r&gdespecified resources, passed required
authentication steps, acted according to the behagwofile and did not perform any
suspicious actions, flooded system with the reguesiavailable and unavailable resources,
get blocked. Above test run shows, that systemtedacorrectly and blocked the user who
became a threat. By flooding system by requestsfferent resources user started to behave
different than it was defined in his behavior plefand by trying to access unavailable
resources he performed suspicious actions. Depgruirthe role and device class user was
blocked sooner or later what is correct and redutts the configuration. The last scenario
tested systems resistance to the unauthorized saatesnpts when a villain tries to pass
authentication process using a brute force methothis case, it is assumed that attacker
obtained an access to the user’'s device but hdwepns with passing the first authentication
step. For all roles and classes, the test runs &sofollows: requested specified resources,
multiple unsuccessful login attempts, successfiyjinlo are blocked. The system works
in a way that it decreases user’s points relatetheéounsuccessful login attempts after user
finally passes this step. Depending on the uset& more or less unsuccessful attempts are
needed to block user’s account. As the above testshows, system reacted correctly and
blocked the user before he was able to accessemoynces. Tests described in this section
did not cover all possible scenarios, however tpeyved that all system components
cooperate correctly and whole system fulfills B# tequirements.
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6. Conclusions

Having regard to the new trends and changes of imgr&onditions that require more
traveling and mobility and in the same time minimg a risk related with these
requirements, the solution described in this papas designed. Employment of adaptive
authentication and authorization let users to @@bmplex authentication process when it is
not required but in the same time protects thesiflad data for being misused even by
authorized employees. This approach not only is@gaisers’ performance and facilitate
their work but also improves company’s overall sgguThe designed system complements
currently available solutions, joins them and egteto respond to the new requirements like
use of multiple devices by one user. As the tegttémentation and performed test scenarios
showed, taken approach works and all theoreticalimptions are valid and possible to
implement. This of course does not mean that aeus@l solution has been created,
the current implementation still has many aspews $should be improved, nevertheless this
paper was meant to show the direction in which sewurity solutions should head to adapt
to new demands.
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Omobwienie

Niniejszy artykut opisuje jednz maliwych odpowiedzi na nowe wymagania — system
ztozony z adaptacyjnych modutdw uwierzytelniania i aygacji wytkownikow. Podobnie
jak w tradycyjnych rozwizaniach korzystagych z rol, kady wzytkownik nalery do grupy,
ktéra ma zdefiniowane uprawnienia do wyznaczonyalobdow. Adaptacyjrsd systemu
polega na tymze w zalenaosci od aktualnego poziomu zaufania dotkownika ma on tylko
wybrane uprawnienia spwd zdefiniowanych dla jego roli. Poziom zaufan@awdytkownika
wzrasta, gdy przechodzi on kolejne kroki procesuiewzytelniania. Jednocgeie, gdy
uzytkownik zacznie stanowizagraenie dla systemu (wykonyg akcje uznane za podejrzane
lub zachowujc sk inaczej ni zazwyczaj), poziom zaufania do niegedbie obntany, co
w niektoérych sytuacjach mie skaczy¢ sie zablokowaniem jego konta. Istotnym czynnikiem
z punktu widzenia proponowanego systemu jesidaenie, z ktérego korzystaytkownik.
Zaleznie od niego dobieraneg ametody uwierzytelniania oraz ustalany jest makdggna
poziom zaufania, ktéry me zosta przyznany. Powssza funkcjonalng mogta zostéa
zaimplementowana d#i wykorzystaniu metodyDevice Fingerprinting, pozwalagcej na
identyfikacg urzadzenia, wykorzystac udosgpniane przez nie informacje. W artykule
zostata opisana przykladowa implementacja proponeg@a systemu. Ze wzglu na
charakter problemu, znalezienie idealnych ustawdéa wszystkich zastosowanie jest
mozliwe. Z tego powodu przyktadowa implementacja wzejumierze jest konfigurowalna
przy wyciu plikdbw XML oraz jest ztaona z matych modutéw, ktore rawa w tatwy sposob
zasypi¢. W zwigzku z tym,ze praca dotyczy nowego tematu icl8zc¢ ze znalezionych
podobnych prac nie posiadata implementacji, nidiwe bylo przeprowadzenie
jakichkolwiek testow porownawczych. Na pokazowejpiementacji zostaty wykonane
jedynie testy sprawdzaje logike systemu, ktére przyniosty spodziewane rezultabnadto,
nalezy zaznaczy, iz przedstawiona praca miata na celu jedynie zaptew@mie maliwego
podefcia do tematu nie Zalostarczenie gotowego rozzania.
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