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Summary. Quality of Experience (QoE) is one of the maspects that service
providers focus on during development of their E&s. However QoE elements that
are meant to increase user satisfaction are som&taontradicting with Quality of
Service (QoS) or Quality of Protection (QoP) fastdn order to balance the QoE to
QoS or QoP values ratio we propose a method thedstanto account various
configurations of parameters and their relationd based on their state and values
evaluates the QOE levels. The proposed methoddasla model which describes the
elements, their relations and the stages in wihel &re defined and used.
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METODA EWALUACJI JAKOSCI DOSWIADCZEN DLA UStUG IT

Streszczenie Jakd¢ doswiadczéh (QOE) jest jednym z najistotniejszych
aspektow, nad ktérym ustugodawcy powinng skupt podczas budowy swoich
ustug. Czsto elementy QOE, ktore majza zadanie zwkszy satysfakaj
uzytkownikow, niestety & sprzeczne z czynnikami jad@ ustug (QoS) oraz jakoi
ochrony (QoP). W celu zrownowania proporcji wartsci QoE z QoS Ilub QoP
proponujemy metag ktora wykorzystuje rine konfiguracje parametrow oraz ich
relacje i bazyc na ich stanie i wartgiach, okréla poziomy QoE. Metoda ta
zawiera model, ktéry opisuje elementy, ich relaoj@az etapy ich definiowania
I wykorzystania.

Stowa kluczowe jakos¢ daswiadczeé, QOE, bezpieczstwo i wyteczngd,
bezpieczastwo jako jaké¢ daswiadcze, QoS, jaké¢ ochrony, QoP
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1. Introduction

Nowadays it is very important for a service to minet QOE expectations of the users.
This trend will continue to increase as the tecbgigial barriers that didn't allow for better
user experience, decrease in popularity. With tmergence of multimedia services like
IPTV that highly rely on quality and user satisfant new methods of measurement and
adaptation are desired. Services like VolP (VoizerdP), VoD (Video on Demand) that are
highly dynamic require real-time adjustment of dyalparameters. The main quality
parameters that are relevant are those affectiagdnvice and the satisfaction of the users
that use them. The Quality of Service is a statid guantitative measure of overall
performance of a service. It takes into accountabdity, performance, availability,
scalability, security and interoperability. QoSrist the best indicator for measuring the
satisfaction of the users using the service. Fas tkason the concept of Quality of
Experience is introduced [14]. In contrast to QQBE is a subjective measure that is more
user-centric and fully represents the satisfaatioservice usage. In many cases QoE depends
and is affected by QoS parameters like i.e. whersidering a network service the latency of
packet sending and receiving between data link ection endpoints. The relations that
influence both measures and the mapping of causeffects between them is not yet fully
understood. There is research done on investigatiororrelation between QoS and QoE
[13]. Unfortunately no methods of QoE quantificatiwere proposed.

In most cases QoE factors can be evaluated threubjective surveys that need to be
carried out on users of the specific service. Hiisws to measure their satisfaction with
a given service and produces a mean opinion sddf@S| indicator [1]. The MOS is
a subjective coefficient of perceived quality iaily used in telephony networks to measure
the quality of the network. It is represented byatue from 1 to 5, where 1 means bad and
5 means excellent quality. When it comes to subjedrading of services every individual
has his own set of QoE values for exactly the saemwice and usage conditions. To
minimize the mentioned limitation one can categotiize users with similar characteristics
(needs, values), as their measurements are rdyasiveilar.

The main contribution of the paper is the creatodra holistic model that takes into
account any service with any QoE and QoS fact@tate present in order to provide results
for balancing of the factor's values. Additionalke define factors and a transformation
function that will make data eligible for producitige desired result. Finally, we propose
a QoE measurement method with the intention tothiseesult as an indicator for balancing
the levels of QoE, QoS and even QoP for a givevicer
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2. Related work

The literature provides only partial solutions e subject of QoE factor definition. Most
papers deal with a specific service and take uodesideration solely the time (delay) factor
as the major element that affects the QoE of timeicee In Gdmez Lorenzo et al. [8] the
Android application that evaluates and analyseg#reeived QOoE for the YouTube service
on wireless terminals are presented. The methoolvas mapping of objective QoS factor
measurement to subjective QoE factor measuremehisvad via MOS which is justified by
the fact that it is a simple measurement of com@eE elements. The main factor that is
taken into account is time latency of the varioasrection types and the way it affects video
buffering. The presented method works only forgpecific described environment and is not
general conception of QoE evaluation.

A notable method of combining both quantitative amaalitative QOE metrics is
presented in the work of Skorin-Kapov et al. [10]incorporates an Application-Resource-
Context-User (ARCU) model which categorizes thelugrfice factors into four multi-
dimensional spaces. The combination of the QoEofacts then mapped to a multi-
dimensional QoE space. The main limitation of thithod is that the evaluation do not refer
to the user profiles and preferences which furthigmence the QoE measurement.

Another existing methodology is proposed by Moldowet al. which automatically
assesses and quantifies the impact of the asgedtedntribute to a user's QoE for a given
service [11]. This methodology requires a consugrade electroencephalography system
(Emotiv EPOC) to measure the user's frustratiorellavhich then is used for the QoE
evaluation. According to our new method, the QoBl@ation takes into account not only
measurements achieved through EEG but also MOS.

In the paper [17] a method for selecting relialdéay nodes for data transmission in
Intermittently Connected Wireless Networks (ICWHN)proposed. The main contributions of
the article are that relationship strength betweeighboring nodes is estimated according to
previous encounters and that it evaluates procasseband relationship-based credibility.
According to the authors those features greatlyravp the forwarding decisions in such
a network which ultimately lead to improvement aand user QoE as well.

In [12] a study is done to investigate metrics saslPSNR (Peak Signal to Noise Ratio),
MPQM (Moving Pictures Quality Metric) and VQM (VideQuality Metric) and correlates
them with MOS. The QoS/QoE correlation model allometwork providers to predict
subscriber's QoE for video services. The authate shat the correlation coefficient for those
metrics are good enough to be used as a way tounee@OE using only QoS parameters.
However the tests were conducted only for videgashing services.
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Another article [18] proposes a data search schimdalancing the QoP and QoE
parameters of a mobile cloud computing applicatidiee technique that is used utilizes the
secure k-nearest neighbor (kNN) technique. Thelargioints out some open research issues
like i.e. the need of a unified model for qualifgithe QoE and QoP for different mobile
services. In [19] a systematic method for augmensimart space design which among other
things takes into account QoS and QoE. The auttlams that it enables a near optimization
of various QOE criteria by means of a top-downnefnent.

3. The model

The proposed method of QOE evaluation of IT sesviceludes three steps: IT system
definition, user and service configuration and QaEluation. The final result is a value
representing the overall QoE of a service according specific user. Depending on the
threshold that is set for QOE acceptance ratespmimization process selects the best
possible QoS, QoP and QoE level ratio.

3.1.Step 1 - IT system definition

The initial step of the model specifies the senpeeviders and the user which take part
in the IT system. Service providers are the congsatinat provide the service and have
responsibilities towards its proper functioningeyhare also responsible for the definition of
QoS and QoP factors that affect them. We usualéy d&h only one service provider who
has to define the elements of the next steps. Hemfev cases that require additional service
providers we can form a setSE, ... , SB}. The set possess only names and definitions that
are used to categorize underlying elements.

This step also requires the definition of Serviedsich are described as a set of
operations which are realized through interactiath wertain applications. By IT services we
understand the ones defined by the ISO/IEC 20,8@Gdard. The entity that is responsible
for supplying the factors is the previously menédrservice provider. The next steps will
elaborate on every type of factors that are presertenumeration purposes we introduce a
set of services: &, ..., §}. For every service provider there is a correspogdset of
services, which provide only names and definititimst are used to categorize underlying
elements.

The User is a person that makes use of the sefVigs.is also the same entity that is
surveyed in order to generate the MOS which is twsezhlculate the QOE level of some of
the QOE factors. Users possess characteristicshwtiffer for every individual. For
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enumeration purposes we denote a set of Wsemnsisting of individual usersLU, ... , U}.
Users also provide only names and definitions fog tategorization purpose of the
underlying elements.

3.2.Step 2 - user and service configuration

The next step involves the selection of QoS Fadtmatare present during the operation
of a given services. The QoS Factors are related to the quality ofvargservice. This
includes: maintainability, availability, interopéibty, reliability, scalability, security and
usability. It has to be noted that not all of thare always taken into consideration in every
case of a service. The entity responsible for thelection is the Service Provider. The QoS
Factors of a given service can be calculated bfergift tools mechanisms (i.e. SMETool
[15] or AQOPA [16]). This is also the time to prdei the influence$NF that certain QoS
factors impose on some of the QoOE factors and ddnas a settNFs, = {INFy, ..., INR}.

INF is a value from the range of 0 to 1 and is prodibg the Service Provider. A service
includes a set of QoS Factors which representwewaithin the (0-1) interval and denoted by
the setQoSs, = {Q0Sg,, ... ,Q0SE, }-

3.3.Step 3 - QOE evaluation

The final step of the proposed method is to letSeevice Provider define all the QoE
factors that are related to a given service. Afsahis step we define the user profildP
consisting of the weight@FWthat users place on the factors. Lastly we canga® with the
calculation of the individual QoE Factors accep&a®€A modified by the weights that we
previously obtained and the other factors that migftuence thenQFI. QFW, QFA andQFI
are vectors consisting of values from the rangeOofo 1 and represent the weights,
acceptance and influence for a given QoE factqraesvely.

In the model we introduce the following possible EQo factors:
QOEF={Qo0EF;, ... , QoER} which are also enumerated in the list below. Tams below
represent the acceptance IeQ&A for a specific QoE factor.

a) Cost: determines the user's acceptance towargsitteeof the service.

— aP - actual price for a service (or its component),

— pP — price that the user is willing to pay for aveee (or its component).

b) Reliability: determines the feeling of the user &ods the level of assurance of a given
service to perform as intended under stated camditi

— 1S — success rate for the operation of a servicegcomponent),

— rF —failure rate for the operation of a servicei{® component).
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c) Interface user-friendliness: denotes the feelinthefuser towards the user-friendliness of
the interface.
— gV - graphical element visibility. It is affected/:bsize of the graphical element,
colour of the graphical element, position of thagiical element.
— gU — graphical element operation understandinghbyuser. (How intuitive it is).
d) Security: describes the user's acceptance of theigemethods that protect the services
resources.
- sM — used security methods affecting: integrity ssumance of data consistency,
availability — assurance of data being availablenvthey are needed, confidentiality
— assurance of restricted access to data.
e) Privacy: determines the user's acceptance of tliaqyrthat the service offers.
— anonymity — user's data access and public visibilit
— dhM - data handling methods,
- deM - data encryption methods.

User profiles are predefined sets consisting oftsiimportance of factors for groups or
individual types of Users. The weigh@&=W are denoted as a value from the range of 0 to 1,
which corresponds to the default five levels of artpnce: 0 — none, 0.25 — Vague, 0.5 —
Casual, 0.75 — High and 1 — Severe. The amounéwdld and the corresponding values
however can be redefined for the specific requirgsef a given service.

The weights are used to mitigate or enhance theitapce of every QoE factor that
a serviceS holds in accordance to a given uskerEvery user profildJP corresponds to an
individual user. It denotes his preferences. Tilweefve denote the set of user profiles:
{UPy, ..., UR} for which UP; = {QFW, ..., QFW}, where UP; is a user profile
corresponding to a particular user &QBW are the weights (level of significance) that are
associated to each QoE Factor.

Additionally we need to calculate the dependenaiedifiersQFI for the applicable QoE
factorsQoEF. This is done by use of the equation QF.l is a value from the range of 0 to 1.
When a QoE factor has no QoS factors that influéniceany way, the defaul@FI value for
this particular QoE factor is 1.

QOSyXINFQoSy
QFlgopr, = Xye1——— (1)
where:

QoS,, — specific QoS factor,

n

QoEF; — specific QoE factor,
n— sum of allQoSrelated to the specifiQoEFR
INFyos, — QoS factor influence.
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QoE for a given useU is the result of a function of the factors whichdenoted as
a number within the (0-1) interval.
Individual QoE for a usdd and a given servic8is measured as follows:

QOELS; _ Zm QFA;XQFW ;XQFI;
— 4ij=1

= 2)
where:

I — QoE factor for a service,

m— sum of all QoE factors,

QFA — the user's acceptance/feeling towards a lev&l@QdE factor (E) for a service (S),
QFW — the user's level of importance towards the Quifofr for a service,

QFI; — influence of a QoP factor towards the QoE faofa given service.

Overall QoE for the servicgis measured as follows:

QOE} .

QoE® =¥ — (3)

where:

| —the number of user,

k — sum of all users,

QoE} — the QOE for a usés and for the servicg,

4. Case study

To visualize and explain the presented model andgss of customization, a case study
will be described. The case study acts as a formealflife use example as well. Because the
QoE factors of an undefined service are very gerard usually can't be quantified, this use
case will serve as a demonstration of the proposedel on a concrete service that includes
guantifiable factors. For this purpose we definedearning platform.

4.1. E-learning platform

The E-learning platform consists of a client andaeside. The client side is an Android
application with the following functional requiremts for the user: login into his account,
register, view and edit his account data, view lise of available courses, sign up for
a course, view and complete a course, view and gubsults for a course's test, view and
submit results for a course's task and view higltgs

The main functionality of the application is to @il users to participate in on-line
courses. These on-line courses are usually molideea meaning that they possess elements
that can be interacted with via mobile devices.hSae example are the various tasks that
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correspond to specific courses and ask the paatmip to perform actions in the physical
worlds, like i.e.: walking a certain path and aliogithe GPS coordinates to be tracked by the
application, taking pictures of specific objectdiading and scanning QR codes.

The services that are used within the platformthesfollowing: course provider, task
provider, test provider, monitoring, registratiamddogin. The client application has to query
the web-service running on the server and requegent in a RESTful manner. For the case
study we will particularly focus on the Tasks seevi

4.2.Step 1 - IT system definition

Following our model and its step order, firstly meed to define the Service Provider, the
Service itself as well as the Users of the servidee Service Provider of this platform is
denoted a$P; and the online service, provided 8f2, asS;. LetU;, Uy, Uz be the users that
are using the servic|.

4.3.Step 2 - User and service configuration

According to the model in the next step we needetiine the QoP/QoS factors. Many of
those factors are based on percentages of thentumaximum that is acceptable for
operation. The QoS and QoP factors for servicavBich are described in the list below,
belong to the seQ@oSs, ={ERs,, EUs , Ts,, Ag, }.

— error rate:ERg = 0.1 — obtained through tests that check for casflduring the same
predefined task completion (i.e. 1 in 10 casesfitens produced some sort of conflict),

- energy usageEUs, = 0.3 — acquired through tests that control the gneigage of the
tasks (i.e. the service uses more energy than 3@4rent maximum),

— transmission delayls, = 0.4 — acquired through tests that control the tiekay during
task data sending and receiving (i.e. the delaginme is longer than 40% of current
maximum),

— availability: A = 0.2 — obtained through tests that monitor the atdity of the service
in a period of time (i.e during 24 hours, the seewvas available and operating for more
than 20% of the time).

At this point we also need to define the impacklsvand dependencies between those
factors and the QOE factors. Because of the fattdhery factor has different dependencies
which are also influenced by context we assume 3leevice Provider provides this
information. For our case study we defined theofeihg influenced NFs, .

— error rate influences reliability by 0.8\F),

— error rate influences efficiency by OMNE,),
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— energy usage influences reliability by OIRK3),

— energy usage influences efficiency by QNHy),

— transmission delay influences reliability by OLRIEs),
— transmission delay influences efficiency by QI9Hg),
— availability influences reliability by 0.aNF-).

Having these information we can then proceed toutalle the overall influence of QoS
and QoP influence towards specific QoE factors sestep 3.

4.4. Step 3 - QOE evaluation

In this last phase we need to define the QoE faabthe servic&,. The QOE are:

— pP — obtained through MOS and divided by 5. The usene asked if they are willing to
pay 10 PLN monthly subscription for using the sesyi

— 1S — obtained through tests that check for conflausing task completion by the users.
The users had to complete 10 iterations of tasks,

— time— measures the time between requesting and regeaviask, acquired through MOS
and divided by 5,

— gV - acquired by MOS and divided by 5. The users vasked if the GUI elements are
visible enough,

— gU — obtained by MOS and divided by 5. The users wasked whether the GUI
elements are understandable as to what is thegmopar

— sM - acquired through MOS and divided by 5. The qaeswvas regarding the security
method (SSL 3.0) and how do they feel about it,

— integrity — acquired by testing the data consistency onsdreer and client side in 10
iterations,

- dhM - same as security method, the question was fiegadata handling methods. The
service stores private information about the usem an external server
(i.e. location),

— deM- same as security method, the question was fiegaddta encryption methods. The
data stored by the service are not encrypted.

And the corresponding user acceptance levels t@aambe QoE factors are provided in

the form of vectors in (5-7).

QFA = [QFApP: QFArS' QFAtime' QFAgV: QFAgU' QFASMI

QFAintegrityl QFAth, QFAdeM] (4)
QFAy, =[0.6,0.4,0.3,0.7,1,0.1,0.2,0.7,0.8] (5)
QFAy, =10.8,0.9,0.5,0.2,0.3,0.6,0.1, 0.4, 0.3] (6)

QFAy, =[0.6,0.2,0.3,0.7,0.4,0.3,0.2,0.7,0.6] ()
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At this point we should also consider the QoS an& @fluence. Which is:

QFI® = [QFlyp, QF s, QF ltime, QF gy, QF Iy, QF Loy,
QF lintegrity, QF lanm, QF lgem] (8)
QFIS =[1,0.16,0.15,1,1,1,1,1,1] (9)
Note that for calculation in (9) we have to set @eS and QoP influence value that
corresponds to a specific QoE factor to 1 whendhiere are no predefined influence
definitions. For the rest we sum the multiplicatiproducts of QoS/QoP factors with their
corresponding impact levels and then divide byrthember.
Lastly during this step we need to create the Bsefiles of the Users. The users set their
own preferences.

QFW = [QFWpPr QFWrS' QFWtime' QFWgV: QFWgUJ QFWSM’

QFWintegrity, QFWanm, QFWyenm] (10)
QFWy, = [0.3,0.5,1,0.1,0.6,0.5,0.4, 0.7, 0.4] (11)
QFW,, = [0.5,0.3,0.1,1,0.5,0.4,0.4, 0.3, 0.7] (12)
QFW,, = [0.2,0.4,0.6,0.1,1,0.5,1,0.1,0.9] (13)

Each of the vectors in (11-13) represent the weiglties for the corresponding QoE
acceptance vectors described in this step.

Finally, we have gathered every parameter tha¢eslad to proceed to the last step of the
whole methodology, calculation of the overall Q&lwdl of the servic&,. By means of the
formulae (3) we obtain th@oEg, which is 0.19.

5. Conclusions

QOE is one of the critical components of today's/ises, especially those with low
entropy like video and audio related. In the papemproposed a new method that allows QoE
measurement of a service based on its underlymgtste, their influences by QoS and QoP
factors [20] and the subjective preferences of tiser described through user profiles
containing weighs for each factor. We also illustdathe method in practice via a case study
describing the measurement process of QoE for dmereducational platform service. In
the future we intend to conduct an experiment whidlh act as a proof of concept for the
proposed method. The presented approach allowepare QoE evaluation of IT services in
a holistic manner, which is a novel idea in thisaar
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Omowienie

Jaka¢ daswiadczenia jest jednym z kluczowych komponentow oceesnych ustug,
szczegOlnie tych, ktore posiadaiska entropg, jak np. te zwjzane z wideo i audio.
W artykule zostata przedstawiona metoda, #limiajaca mierzenie poziomu QOE danej
ustugi, bazujca na: strukturze ustugi, oddziatywaniu na czynnf®oS oraz QoP
i subiektywnej preferencjiaytkownika. Preferencje teg zapisane w profilu zytkownikow
przez wykorzystanie wag dla #@ego z poszczegoélnych czynnikbéw. Wzor (3) przedstaw
sposOb obliczenia ogdlnego poziomu QoE ustugi. Baneo dziatanie metody zostato
zilustrowane w praktyce przez opigaanaliz przypadku, ktora pokazuje proces mierzenia
poziomu QOE dla ustugi on-line typu platforma edujaa. W przysztéci zamierzamy
wykona eksperyment, ktory dalzie stanowit dowod dziatania metody. Zaprezent@van
metoda pozwala na dokonanie ewaluacji poziomu QoEpwsob holistyczny, co stanowi
nowe podejcie do tego problemu.
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